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File Descriptors

� When opening or creating a file, the kernel returns a file descriptor to the

process at hand

� When reading or writing from/to a file, we identify the file by using the
corresponding file descriptor obtained previously

� At the kernel level, a file descriptor is a non-negative integer
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� At the kernel level, a file descriptor is a non-negative integer

� File descriptors range from 0 through OPEN_MAX (typically 63)

� By convention, UNIX shells associate the:

� Standard input with file descriptor 0 (STDIN_FILENO)

� Standard output with file descriptor 1 (STDOUT_FILENO)

� Standard error with file descriptor 2 (STDERR_FILENO)
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Opening a File
#include#include#include#include <fcntl<fcntl<fcntl<fcntl....h>h>h>h>

intintintint open(charopen(charopen(charopen(char *pathname,*pathname,*pathname,*pathname, intintintint flags)flags)flags)flags);;;;

intintintint open(charopen(charopen(charopen(char *pathname,*pathname,*pathname,*pathname, intintintint flags,flags,flags,flags, mode_tmode_tmode_tmode_t mode)mode)mode)mode);;;;

//////// **** opensopensopensopens anananan existingexistingexistingexisting filefilefilefile orororor createscreatescreatescreates aaaa newnewnewnew oneoneoneone (if(if(if(if creatingcreatingcreatingcreating

//////// aaaa newnewnewnew file,file,file,file, thethethethe modemodemodemode argumentargumentargumentargument isisisis usedusedusedused totototo specifyspecifyspecifyspecify thethethethe
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//////// aaaa newnewnewnew file,file,file,file, thethethethe modemodemodemode argumentargumentargumentargument isisisis usedusedusedused totototo specifyspecifyspecifyspecify thethethethe

//////// accessaccessaccessaccess permissionpermissionpermissionpermission bitsbitsbitsbits forforforfor thethethethe newnewnewnew file)file)file)file)

//////// **** returnsreturnsreturnsreturns aaaa filefilefilefile descriptordescriptordescriptordescriptor ifififif successful,successful,successful,successful, ----1111 onononon errorerrorerrorerror
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File Open Flags

� At least one of the following constants must be specified:

� O_RDONLY for reading only access

� O_WRONLY for writing only access

� O_RDWR for reading and writing access

� Other optional flags are:
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� Other optional flags are:

� O_CREAT for creating the file if it doesn't exist

� O_EXCL for generating an error if the file already exists (used with O_CREAT)

� O_APPEND for appending to the end of file on each write

� O_TRUNC for truncating the file length to zero after successfully opened it
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File Create Mode

� When using the O_CREAT flag, we must specify the mode argument:

� S_IRUSR user (file owner) has read permission

� S_IWUSR user has write permission

� S_IXUSR user has execution permission

� S_IRWXU user has read, write and execute permission

� S_IRGRP group has read permission
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� S_IRGRP group has read permission

� S_IWGRP group has write permission

� S_IXGRP group has execution permission

� S_IRWXG group has read, write and execute permission

� S_IROTH others have read permission

� S_IWOTH others have write permission

� S_IXOTH others have execution permission

� S_IRWXO others have read, write and execute permission
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Closing a File
#include#include#include#include <unistd<unistd<unistd<unistd....h>h>h>h>

intintintint close(intclose(intclose(intclose(int fd)fd)fd)fd);;;;

//////// **** closesclosesclosescloses anananan openopenopenopen file,file,file,file, returnsreturnsreturnsreturns 0000 ifififif successful,successful,successful,successful, ----1111 onononon errorerrorerrorerror

//////// **** bybybyby default,default,default,default, allallallall pendingpendingpendingpending openopenopenopen filesfilesfilesfiles areareareare closedclosedclosedclosed

//////// automaticallyautomaticallyautomaticallyautomatically bybybyby thethethethe kernelkernelkernelkernel whenwhenwhenwhen aaaa processprocessprocessprocess terminatesterminatesterminatesterminates
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//////// automaticallyautomaticallyautomaticallyautomatically bybybyby thethethethe kernelkernelkernelkernel whenwhenwhenwhen aaaa processprocessprocessprocess terminatesterminatesterminatesterminates
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Setting Current File Offset
#include#include#include#include <unistd<unistd<unistd<unistd....h>h>h>h>

off_toff_toff_toff_t lseek(intlseek(intlseek(intlseek(int fd,fd,fd,fd, off_toff_toff_toff_t offset,offset,offset,offset, intintintint whence)whence)whence)whence);;;;

//////// **** explicitlyexplicitlyexplicitlyexplicitly setssetssetssets thethethethe currentcurrentcurrentcurrent offsetoffsetoffsetoffset forforforfor aaaa filefilefilefile andandandand returnsreturnsreturnsreturns

//////// thethethethe newnewnewnew filefilefilefile offsetoffsetoffsetoffset ifififif successful,successful,successful,successful, ----1111 onononon errorerrorerrorerror

//////// **** everyeveryeveryevery openopenopenopen filefilefilefile hashashashas anananan associatedassociatedassociatedassociated currentcurrentcurrentcurrent filefilefilefile offsetoffsetoffsetoffset
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//////// **** everyeveryeveryevery openopenopenopen filefilefilefile hashashashas anananan associatedassociatedassociatedassociated currentcurrentcurrentcurrent filefilefilefile offsetoffsetoffsetoffset

//////// (number(number(number(number ofofofof bytesbytesbytesbytes fromfromfromfrom thethethethe beginningbeginningbeginningbeginning ofofofof thethethethe file)file)file)file) fromfromfromfrom

//////// wherewherewherewhere read/writeread/writeread/writeread/write operationsoperationsoperationsoperations shouldshouldshouldshould taketaketaketake effecteffecteffecteffect

//////// **** thethethethe newnewnewnew currentcurrentcurrentcurrent offsetoffsetoffsetoffset dependsdependsdependsdepends onononon thethethethe whencewhencewhencewhence argumentargumentargumentargument::::

//////// SEEK_SETSEEK_SETSEEK_SETSEEK_SET:::: setsetsetset offsetoffsetoffsetoffset fromfromfromfrom thethethethe beginningbeginningbeginningbeginning ofofofof thethethethe filefilefilefile

//////// SEEK_CURSEEK_CURSEEK_CURSEEK_CUR:::: addaddaddadd offsetoffsetoffsetoffset (positive/negative)(positive/negative)(positive/negative)(positive/negative) totototo currentcurrentcurrentcurrent valuevaluevaluevalue

//////// SEEK_ENDSEEK_ENDSEEK_ENDSEEK_END:::: addaddaddadd offsetoffsetoffsetoffset (positive/negative)(positive/negative)(positive/negative)(positive/negative) totototo file’sfile’sfile’sfile’s sizesizesizesize
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Reading From a File
#include#include#include#include <unistd<unistd<unistd<unistd....h>h>h>h>

ssize_tssize_tssize_tssize_t read(intread(intread(intread(int fd,fd,fd,fd, voidvoidvoidvoid *buffer,*buffer,*buffer,*buffer, size_tsize_tsize_tsize_t nbytes)nbytes)nbytes)nbytes);;;;

//////// **** attemptsattemptsattemptsattempts totototo readreadreadread fromfromfromfrom anananan openopenopenopen filefilefilefile startingstartingstartingstarting fromfromfromfrom itsitsitsits

//////// currentcurrentcurrentcurrent offsetoffsetoffsetoffset and,and,and,and, ifififif successful,successful,successful,successful, thethethethe currentcurrentcurrentcurrent filefilefilefile

//////// offsetoffsetoffsetoffset isisisis incrementedincrementedincrementedincremented bybybyby thethethethe numbernumbernumbernumber ofofofof bytesbytesbytesbytes actuallyactuallyactuallyactually
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//////// offsetoffsetoffsetoffset isisisis incrementedincrementedincrementedincremented bybybyby thethethethe numbernumbernumbernumber ofofofof bytesbytesbytesbytes actuallyactuallyactuallyactually

//////// readreadreadread

//////// **** ifififif thethethethe endendendend ofofofof filefilefilefile isisisis reachedreachedreachedreached beforebeforebeforebefore thethethethe requestedrequestedrequestedrequested numbernumbernumbernumber

//////// ofofofof bytesbytesbytesbytes hashashashas beenbeenbeenbeen read,read,read,read, reads/returnsreads/returnsreads/returnsreads/returns onlyonlyonlyonly whatwhatwhatwhat isisisis

//////// availableavailableavailableavailable and,and,and,and, thethethethe nextnextnextnext timetimetimetime wewewewe callcallcallcall it,it,it,it, returnsreturnsreturnsreturns 0000

//////// **** returnsreturnsreturnsreturns thethethethe numbernumbernumbernumber ofofofof bytesbytesbytesbytes actuallyactuallyactuallyactually read,read,read,read, 0000 ifififif endendendend ofofofof

//////// file,file,file,file, ----1111 onononon errorerrorerrorerror
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Writing To a File
#include#include#include#include <unistd<unistd<unistd<unistd....h>h>h>h>

ssize_tssize_tssize_tssize_t write(intwrite(intwrite(intwrite(int fd,fd,fd,fd, voidvoidvoidvoid *buffer,*buffer,*buffer,*buffer, size_tsize_tsize_tsize_t nbytes)nbytes)nbytes)nbytes);;;;

//////// **** attemptsattemptsattemptsattempts totototo writewritewritewrite totototo anananan openopenopenopen filefilefilefile startingstartingstartingstarting fromfromfromfrom itsitsitsits

//////// currentcurrentcurrentcurrent offsetoffsetoffsetoffset and,and,and,and, ifififif successful,successful,successful,successful, thethethethe currentcurrentcurrentcurrent filefilefilefile

//////// offsetoffsetoffsetoffset isisisis incrementedincrementedincrementedincremented bybybyby thethethethe numbernumbernumbernumber ofofofof bytesbytesbytesbytes actuallyactuallyactuallyactually
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//////// offsetoffsetoffsetoffset isisisis incrementedincrementedincrementedincremented bybybyby thethethethe numbernumbernumbernumber ofofofof bytesbytesbytesbytes actuallyactuallyactuallyactually

//////// writtenwrittenwrittenwritten

//////// **** ifififif thethethethe O_APPENDO_APPENDO_APPENDO_APPEND optionoptionoptionoption waswaswaswas specifiedspecifiedspecifiedspecified whenwhenwhenwhen thethethethe filefilefilefile waswaswaswas

//////// opened,opened,opened,opened, thethethethe file'sfile'sfile'sfile's offsetoffsetoffsetoffset isisisis setsetsetset totototo thethethethe currentcurrentcurrentcurrent endendendend ofofofof

//////// filefilefilefile beforebeforebeforebefore eacheacheacheach writewritewritewrite operationoperationoperationoperation

//////// **** returnsreturnsreturnsreturns thethethethe numbernumbernumbernumber ofofofof bytesbytesbytesbytes writtenwrittenwrittenwritten ifififif successful,successful,successful,successful, ----1111 onononon

//////// errorerrorerrorerror (a(a(a(a commoncommoncommoncommon errorerrorerrorerror isisisis eithereithereithereither fillingfillingfillingfilling upupupup thethethethe diskdiskdiskdisk orororor

//////// exceedingexceedingexceedingexceeding thethethethe filefilefilefile sizesizesizesize limitlimitlimitlimit forforforfor thethethethe process)process)process)process)
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Writing To a File: Example
intintintint mainmainmainmain ()()()() {{{{

intintintint fdfdfdfd;;;;

charcharcharchar buf[]buf[]buf[]buf[] ==== "abcdefghij""abcdefghij""abcdefghij""abcdefghij";;;;

ifififif ((fd((fd((fd((fd ==== open("file_holeopen("file_holeopen("file_holeopen("file_hole....txt",txt",txt",txt", O_RDWRO_RDWRO_RDWRO_RDWR |||| O_CREATO_CREATO_CREATO_CREAT |||| O_TRUNC,O_TRUNC,O_TRUNC,O_TRUNC,

S_IRUSRS_IRUSRS_IRUSRS_IRUSR |||| S_IWUSR)S_IWUSR)S_IWUSR)S_IWUSR))))) <<<< 0000))))

{{{{ /*/*/*/* openopenopenopen errorerrorerrorerror */*/*/*/ }}}}
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{{{{ /*/*/*/* openopenopenopen errorerrorerrorerror */*/*/*/ }}}}

elseelseelseelse {{{{

write(fd,write(fd,write(fd,write(fd, buf,buf,buf,buf, 10101010))));;;; //////// offsetoffsetoffsetoffset nownownownow 10101010

lseek(fd,lseek(fd,lseek(fd,lseek(fd, 80808080,,,, SEEK_SET)SEEK_SET)SEEK_SET)SEEK_SET);;;; //////// offsetoffsetoffsetoffset nownownownow 80808080

write(fd,write(fd,write(fd,write(fd, buf,buf,buf,buf, 10101010))));;;; //////// offsetoffsetoffsetoffset nownownownow 90909090

}}}}

}}}}
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Kernel Data Structures for Open Files
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Independent Processes Sharing a File
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Duplicating a File Descriptor
#include#include#include#include <unistd<unistd<unistd<unistd....h>h>h>h>

intintintint dup(intdup(intdup(intdup(int fd)fd)fd)fd);;;;

intintintint dupdupdupdup2222(int(int(int(int fd,fd,fd,fd, intintintint fdfdfdfd2222))));;;;

//////// **** duplicatesduplicatesduplicatesduplicates anananan existingexistingexistingexisting filefilefilefile descriptordescriptordescriptordescriptor

//////// **** dup()dup()dup()dup() usesusesusesuses thethethethe lowestlowestlowestlowest----numberednumberednumberednumbered availableavailableavailableavailable filefilefilefile descriptordescriptordescriptordescriptor
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//////// **** dup()dup()dup()dup() usesusesusesuses thethethethe lowestlowestlowestlowest----numberednumberednumberednumbered availableavailableavailableavailable filefilefilefile descriptordescriptordescriptordescriptor

//////// **** dupdupdupdup2222()()()() usesusesusesuses thethethethe filefilefilefile descriptordescriptordescriptordescriptor givengivengivengiven asasasas secondsecondsecondsecond argumentargumentargumentargument

//////// andandandand ifififif itititit isisisis alreadyalreadyalreadyalready open,open,open,open, itititit isisisis firstfirstfirstfirst closedclosedclosedclosed

//////// **** bothbothbothboth oldoldoldold andandandand newnewnewnew filefilefilefile descriptorsdescriptorsdescriptorsdescriptors shareshareshareshare thethethethe samesamesamesame currentcurrentcurrentcurrent

//////// filefilefilefile offsetoffsetoffsetoffset andandandand filefilefilefile statusstatusstatusstatus flagsflagsflagsflags (read/write/append/(read/write/append/(read/write/append/(read/write/append/............))))

//////// **** returnsreturnsreturnsreturns thethethethe newnewnewnew filefilefilefile descriptordescriptordescriptordescriptor ifififif successful,successful,successful,successful,

//////// ----1111 onononon errorerrorerrorerror
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Duplicating a File Descriptor
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Creating a Pipe
#include#include#include#include <unistd<unistd<unistd<unistd....h>h>h>h>

intintintint pipe(intpipe(intpipe(intpipe(int fd[fd[fd[fd[2222])])])]);;;;

//////// **** createscreatescreatescreates aaaa newnewnewnew pipepipepipepipe andandandand initializesinitializesinitializesinitializes fd[fd[fd[fd[2222]]]] withwithwithwith thethethethe pipepipepipepipe

//////// filefilefilefile descriptorsdescriptorsdescriptorsdescriptors

//////// **** fd[fd[fd[fd[0000]]]] isisisis openopenopenopen forforforfor reading,reading,reading,reading, fd[fd[fd[fd[1111]]]] isisisis openopenopenopen forforforfor writingwritingwritingwriting andandandand
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//////// **** fd[fd[fd[fd[0000]]]] isisisis openopenopenopen forforforfor reading,reading,reading,reading, fd[fd[fd[fd[1111]]]] isisisis openopenopenopen forforforfor writingwritingwritingwriting andandandand

//////// thethethethe outputoutputoutputoutput ofofofof fd[fd[fd[fd[1111]]]] isisisis thethethethe inputinputinputinput forforforfor fd[fd[fd[fd[0000]]]]

//////// **** pipespipespipespipes areareareare thethethethe oldestoldestoldestoldest andandandand stillstillstillstill thethethethe mostmostmostmost commonlycommonlycommonlycommonly usedusedusedused

//////// formformformform ofofofof IPCIPCIPCIPC

//////// **** pipespipespipespipes areareareare halfhalfhalfhalf duplexduplexduplexduplex (i(i(i(i....eeee....,,,, datadatadatadata flowsflowsflowsflows inininin onlyonlyonlyonly oneoneoneone

//////// direction)direction)direction)direction) andandandand cancancancan bebebebe usedusedusedused onlyonlyonlyonly betweenbetweenbetweenbetween processesprocessesprocessesprocesses thatthatthatthat

//////// havehavehavehave aaaa commoncommoncommoncommon ancestorancestorancestorancestor

//////// **** returnsreturnsreturnsreturns 0000 ifififif successful,successful,successful,successful, ----1111 onononon errorerrorerrorerror
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Creating a Pipe
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Forking a Pipe
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Pipe from Parent to Child

� After a fork, we can decide the pipe’s data flow direction

� For a pipe from parent to child, the parent closes the read end of the pipe
(fd[0]) and the child closes the write end (fd[1])
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Pipe from Parent to Child: Example I
intintintint mainmainmainmain ()()()() {{{{

intintintint n,n,n,n, fd[fd[fd[fd[2222]]]];;;; pid_tpid_tpid_tpid_t pidpidpidpid;;;; charcharcharchar buf[MAXLINE]buf[MAXLINE]buf[MAXLINE]buf[MAXLINE];;;;

ifififif ((((pipe(fd)pipe(fd)pipe(fd)pipe(fd) <<<< 0000)))) {{{{ /*/*/*/* pipepipepipepipe errorerrorerrorerror */*/*/*/ }}}}

if ((pid = fork()) < 0) { if ((pid = fork()) < 0) { if ((pid = fork()) < 0) { if ((pid = fork()) < 0) { /* fork error *//* fork error *//* fork error *//* fork error */ }}}}

else if (pid > 0) {  else if (pid > 0) {  else if (pid > 0) {  else if (pid > 0) {  // parent writes to the pipe// parent writes to the pipe// parent writes to the pipe// parent writes to the pipe

close(fd[0])close(fd[0])close(fd[0])close(fd[0]);;;;
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close(fd[0])close(fd[0])close(fd[0])close(fd[0]);;;;

write(fd[1], "hello worldwrite(fd[1], "hello worldwrite(fd[1], "hello worldwrite(fd[1], "hello world\\\\n", 12)n", 12)n", 12)n", 12);;;;

} else {  } else {  } else {  } else {  // child reads from the pipe// child reads from the pipe// child reads from the pipe// child reads from the pipe

close(fd[1])close(fd[1])close(fd[1])close(fd[1]);;;;

n = n = n = n = read(fd[0], buf, MAXLINE)read(fd[0], buf, MAXLINE)read(fd[0], buf, MAXLINE)read(fd[0], buf, MAXLINE);;;;

write(STDOUT_FILENO, buf, n)write(STDOUT_FILENO, buf, n)write(STDOUT_FILENO, buf, n)write(STDOUT_FILENO, buf, n);;;;

}}}}

}}}}
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Pipe from Parent to Child: Example II
intintintint mainmainmainmain ()()()() {{{{

intintintint n,n,n,n, fd[fd[fd[fd[2222]]]];;;; pid_tpid_tpid_tpid_t pidpidpidpid;;;; charcharcharchar buf[MAXLINE]buf[MAXLINE]buf[MAXLINE]buf[MAXLINE];;;;

ifififif ((((pipe(fd)pipe(fd)pipe(fd)pipe(fd) <<<< 0000)))) {{{{ /*/*/*/* pipepipepipepipe errorerrorerrorerror */*/*/*/ }}}}

if ((pid = fork()) < 0) { if ((pid = fork()) < 0) { if ((pid = fork()) < 0) { if ((pid = fork()) < 0) { /* fork error *//* fork error *//* fork error *//* fork error */ }}}}

else if (pid > 0) {  else if (pid > 0) {  else if (pid > 0) {  else if (pid > 0) {  // parent writes to the pipe// parent writes to the pipe// parent writes to the pipe// parent writes to the pipe

............
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............

} else {  } else {  } else {  } else {  // child reads from the pipe by duplicating it ...// child reads from the pipe by duplicating it ...// child reads from the pipe by duplicating it ...// child reads from the pipe by duplicating it ...

close(fd[1])close(fd[1])close(fd[1])close(fd[1]);;;;

dup2(fd[0], STDIN_FILENO)dup2(fd[0], STDIN_FILENO)dup2(fd[0], STDIN_FILENO)dup2(fd[0], STDIN_FILENO);  ;  ;  ;  // ... to the stdin// ... to the stdin// ... to the stdin// ... to the stdin

close(fd[0])close(fd[0])close(fd[0])close(fd[0]);;;;

if (execlp("more", "more", NULL) < 0) { if (execlp("more", "more", NULL) < 0) { if (execlp("more", "more", NULL) < 0) { if (execlp("more", "more", NULL) < 0) { /* exec error *//* exec error *//* exec error *//* exec error */ }}}}

}}}}

}}}}


