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Signals

� Signals are software interrupts which provide a way of handling

asynchronous events (i.e., events that occur at what appear to be

random times to the process)

� A user at a terminal typing the interrupt key to stop a program

� The next program in a pipeline terminating prematurely

� A process trying to access an invalid memory address

DCC-FCUP # 1

� A process trying to access an invalid memory address

� Every signal has a name that corresponds to a positive integer (the

signal number)

� All signal names begin with SIG and are all defined in <signal.h>

� Two user-defined signals, named SIGUSR1 and SIGUSR2, are available for
use in application programs
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Signals

� Every signal has a default action which for most signals is to terminate the

process. We can redefine these default actions by telling the kernel to:

� Ignore the signal

� Catch the signal

� Ignoring some of the signals that are generated by a hardware exception
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� Ignoring some of the signals that are generated by a hardware exception

(such as illegal memory reference or divide by 0) can lead a process to an

undefined behavior

� Two signals, SIGKILL and SIGSTOP, cannot be ignored

� The reason for this is to provide the kernel with a surefire way of either killing
or stopping any process



Operating Systems 2017/2018 API Signals

Signals

� Example of signals are:

� SIGINT is generated by the terminal when we type the interrupt key (often
DELETE or Control-C)

� SIGTSTP is generated by the terminal when we type the suspend key (often

Control-Z)

� SIGSEGV indicates that the process has made an invalid memory reference
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� SIGTERM is the default termination signal sent by the kill() command

� SIGKILL provides the system administrator with a sure way to kill any process

(this signal cannot be caught or ignored)

� SIGSTOP stops a process like SIGTSTP but it cannot be caught or ignored

� SIGABRT is generated by calling the abort function

� SIGALRM is generated when a timer set with the alarm function expires

� SIGCHLD is generated whenever a child process terminates or stops (by

default, it is ignored by the parent)
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Setting a Signal Handler
#include#include#include#include <signal<signal<signal<signal....h>h>h>h>

voidvoidvoidvoid (*signal(int(*signal(int(*signal(int(*signal(int signo,signo,signo,signo, voidvoidvoidvoid (*func)(int)))(int)(*func)(int)))(int)(*func)(int)))(int)(*func)(int)))(int);;;;

//////// **** redefinesredefinesredefinesredefines thethethethe defaultdefaultdefaultdefault actionactionactionaction (signal(signal(signal(signal handler)handler)handler)handler) forforforfor aaaa

//////// signalsignalsignalsignal

//////// **** thethethethe newnewnewnew defaultdefaultdefaultdefault actionactionactionaction cancancancan bebebebe::::
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//////// **** thethethethe newnewnewnew defaultdefaultdefaultdefault actionactionactionaction cancancancan bebebebe::::

//////// ---- SIG_IGN,SIG_IGN,SIG_IGN,SIG_IGN, totototo ignoreignoreignoreignore thethethethe signalsignalsignalsignal

//////// ---- SIG_DFL,SIG_DFL,SIG_DFL,SIG_DFL, totototo setsetsetset thethethethe defaultdefaultdefaultdefault signalsignalsignalsignal actionactionactionaction

//////// ---- aaaa useruseruseruser----defineddefineddefineddefined signalsignalsignalsignal handlerhandlerhandlerhandler functionfunctionfunctionfunction totototo bebebebe calledcalledcalledcalled

//////// whenwhenwhenwhen thethethethe signalsignalsignalsignal occursoccursoccursoccurs

//////// **** returnsreturnsreturnsreturns thethethethe previouspreviouspreviousprevious signalsignalsignalsignal handlerhandlerhandlerhandler functionfunctionfunctionfunction ifififif

//////// successful,successful,successful,successful, SIG_ERRSIG_ERRSIG_ERRSIG_ERR onononon errorerrorerrorerror



Operating Systems 2017/2018 API Signals

Setting a Signal Handler
#include#include#include#include <signal<signal<signal<signal....h>h>h>h>

#define#define#define#define SIG_ERRSIG_ERRSIG_ERRSIG_ERR (void(void(void(void (*)())(*)())(*)())(*)()) ----1111

#define#define#define#define SIG_DFLSIG_DFLSIG_DFLSIG_DFL (void(void(void(void (*)())(*)())(*)())(*)()) 0000

#define#define#define#define SIG_IGNSIG_IGNSIG_IGNSIG_IGN (void(void(void(void (*)())(*)())(*)())(*)()) 1111

//////// **** possiblepossiblepossiblepossible signalsignalsignalsignal handlerhandlerhandlerhandler declarationsdeclarationsdeclarationsdeclarations
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//////// **** possiblepossiblepossiblepossible signalsignalsignalsignal handlerhandlerhandlerhandler declarationsdeclarationsdeclarationsdeclarations
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Setting a Signal Handler: Example
void sig_usr(int signo) {void sig_usr(int signo) {void sig_usr(int signo) {void sig_usr(int signo) {

if (signo = = if (signo = = if (signo = = if (signo = = SIGUSR1SIGUSR1SIGUSR1SIGUSR1) printf("received SIGUSR1) printf("received SIGUSR1) printf("received SIGUSR1) printf("received SIGUSR1\\\\n");n");n");n");

}}}}

intintintint main()main()main()main() {{{{

if (if (if (if (signal(SIGUSR1, sig_usr)signal(SIGUSR1, sig_usr)signal(SIGUSR1, sig_usr)signal(SIGUSR1, sig_usr) = = SIG_ERR) { = = SIG_ERR) { = = SIG_ERR) { = = SIG_ERR) { /* signal error *//* signal error *//* signal error *//* signal error */ }}}}

for ( ; ; ) pause();for ( ; ; ) pause();for ( ; ; ) pause();for ( ; ; ) pause();
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for ( ; ; ) pause();for ( ; ; ) pause();for ( ; ; ) pause();for ( ; ; ) pause();

}}}}

RunningRunningRunningRunning exampleexampleexampleexample:::: $$$$ ....////aaaa....outoutoutout &&&& //////// startstartstartstart processprocessprocessprocess inininin backgroundbackgroundbackgroundbackground

[[[[1111]]]] 7216721672167216 //////// shellshellshellshell printsprintsprintsprints jobjobjobjob numbernumbernumbernumber andandandand PIDPIDPIDPID

$$$$ killkillkillkill ----USRUSRUSRUSR1111 7216721672167216 //////// sendsendsendsend signalsignalsignalsignal SIGUSRSIGUSRSIGUSRSIGUSR1111

receivedreceivedreceivedreceived SIGUSRSIGUSRSIGUSRSIGUSR1111 //////// processprocessprocessprocess catchescatchescatchescatches thethethethe signalsignalsignalsignal

$$$$ killkillkillkill 7216721672167216 //////// sendsendsendsend signalsignalsignalsignal SIGTERMSIGTERMSIGTERMSIGTERM

[[[[1111]+]+]+]+ TerminatedTerminatedTerminatedTerminated ....////aaaa....outoutoutout //////// processprocessprocessprocess terminatesterminatesterminatesterminates
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Sending Signals
#include#include#include#include <signal<signal<signal<signal....h>h>h>h>

intintintint kill(pid_tkill(pid_tkill(pid_tkill(pid_t pid,pid,pid,pid, intintintint signo)signo)signo)signo);;;;

//////// **** totototo sendsendsendsend aaaa signalsignalsignalsignal totototo aaaa processprocessprocessprocess

//////// **** returnsreturnsreturnsreturns 0000 ifififif successful,successful,successful,successful, 1111 onononon errorerrorerrorerror
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intintintint pause(void)pause(void)pause(void)pause(void);;;;

//////// **** suspendssuspendssuspendssuspends thethethethe callingcallingcallingcalling processprocessprocessprocess untiluntiluntiluntil aaaa signalsignalsignalsignal isisisis caughtcaughtcaughtcaught

//////// **** returnsreturnsreturnsreturns ifififif thethethethe signalsignalsignalsignal handlerhandlerhandlerhandler executesexecutesexecutesexecutes andandandand alsoalsoalsoalso returnsreturnsreturnsreturns
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Handling Signals
#include#include#include#include <unistd<unistd<unistd<unistd....h>h>h>h>

unsignedunsignedunsignedunsigned intintintint alarm(unsignedalarm(unsignedalarm(unsignedalarm(unsigned intintintint seconds)seconds)seconds)seconds);;;;

//////// **** setssetssetssets aaaa timertimertimertimer thatthatthatthat willwillwillwill expireexpireexpireexpire atatatat aaaa specifiedspecifiedspecifiedspecified timetimetimetime inininin thethethethe

//////// future,future,future,future, generatinggeneratinggeneratinggenerating thethethethe SIGALRMSIGALRMSIGALRMSIGALRM signalsignalsignalsignal whenwhenwhenwhen itititit expiresexpiresexpiresexpires

//////// **** ifififif thethethethe signalsignalsignalsignal isisisis ignoredignoredignoredignored orororor didn'tdidn'tdidn'tdidn't catch,catch,catch,catch, itsitsitsits defaultdefaultdefaultdefault
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//////// **** ifififif thethethethe signalsignalsignalsignal isisisis ignoredignoredignoredignored orororor didn'tdidn'tdidn'tdidn't catch,catch,catch,catch, itsitsitsits defaultdefaultdefaultdefault

//////// aaaactionctionctionction isisisis totototo terminateterminateterminateterminate thethethethe processprocessprocessprocess

//////// **** rrrreturnseturnseturnseturns 0000 ifififif nononono alarmalarmalarmalarm isisisis setsetsetset orororor thethethethe numbernumbernumbernumber ofofofof secondssecondssecondsseconds

//////// untiluntiluntiluntil previouslypreviouslypreviouslypreviously setsetsetset alarmalarmalarmalarm
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Handling Signals: Example
void sig_alrm(int signo) {void sig_alrm(int signo) {void sig_alrm(int signo) {void sig_alrm(int signo) {

// nothing to do, just return to wake up the pause// nothing to do, just return to wake up the pause// nothing to do, just return to wake up the pause// nothing to do, just return to wake up the pause

}}}}

int naive_sleep(int numsecs) {int naive_sleep(int numsecs) {int naive_sleep(int numsecs) {int naive_sleep(int numsecs) {

if (if (if (if (signal(SIGALRM, sig_alrm)signal(SIGALRM, sig_alrm)signal(SIGALRM, sig_alrm)signal(SIGALRM, sig_alrm) = = SIG_ERR)= = SIG_ERR)= = SIG_ERR)= = SIG_ERR)
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if (if (if (if (signal(SIGALRM, sig_alrm)signal(SIGALRM, sig_alrm)signal(SIGALRM, sig_alrm)signal(SIGALRM, sig_alrm) = = SIG_ERR)= = SIG_ERR)= = SIG_ERR)= = SIG_ERR)

return(numsecs);   return(numsecs);   return(numsecs);   return(numsecs);   // signal failed, return no slept time// signal failed, return no slept time// signal failed, return no slept time// signal failed, return no slept time

alarm(numsecs)alarm(numsecs)alarm(numsecs)alarm(numsecs);      ;      ;      ;      // start the timer// start the timer// start the timer// start the timer

pause()pause()pause()pause();             ;             ;             ;             // next caught signal wakes us up // next caught signal wakes us up // next caught signal wakes us up // next caught signal wakes us up 

return(return(return(return(alarm(0)alarm(0)alarm(0)alarm(0));    );    );    );    // turn off timer, return unslept time// turn off timer, return unslept time// turn off timer, return unslept time// turn off timer, return unslept time

}}}}


