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Abstract

Device identity management and authentication are one of
the critical and primary security challenges in IoT. In order
to decrease the IoT attack surface and provide protection
from security threats such as introduction of fake IoT nodes
and identity theft, IoT requires scalable device identity man-
agement systems and resilient device authentication mecha-
nisms. Existing mechanisms for device identity management
and device authentication were not designed for huge num-
ber of devices and therefore are not suitable for IoT envi-
ronments. This work presents results of a blockchain-based
identity management approach with consensus authenti-
cation, as a scalable solution for IoT device authentication
management. Our identity management approach relies on
having a blockchain secure tamper proof registry and light-
weight consensus-based identity authentication.
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1 Introduction

IoT has great potential to provide many benefits in our world.
Unfortunately, production of cheaper IoT devices with less
security features creates massive problems in terms of IoT se-
curity. Identity management for IoT has been vastly studied
and frequently implemented using centralised architectures
with low scalability[5]. These hinder usage for huge number
of devices because it creates bottlenecks and single points of
failure. To address these problems, recent works have put for-
ward blockchain-based approaches to eradicate centralised
models, promote trust and provide resilient architectures
against several cyber security threats.
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Figure 1. Proposed architecture & Authentication flow

P2P Identity Authentication

Bidirectional blockchain communication.

Blockchain has been used for access and identity man-
agement by utilising digital certificates for authentication.
Other approaches achieved authentication with usage of
sub chains[3] and use of tokens[2]. In this work, we pro-
pose a scalable decentralised identity management with
a novel consensus P2P authentication relying on majority
node agreement using hashed identities securely stored in
the blockchain. We use blockchain and smart contracts to
achieve acceptable level of security with scalability.
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2 Proposed solution and Results

Our proposed approach involves identity creation, creation
of tamper proof device registry and consensus-based iden-
tity authentication involving all nodes. Our hashed device
identities are extracted from device attributes such as device
name, firmware, MAC address and its configuration files[6],
and also we add device clock to ensure uniqueness and en-
hance identity security. The created identities are stored in
the blockchain, thus providing a secure way of guarding
identity data because of its tamper-proof Merkle tree struc-
ture. Each device in the blockchain network has a copy of
the device registry to facilitate the authentication process.
The blockchain has three purposes: (1) store the generated
device identities in a distributed manner, (2) protect integrity
of generated identities and devices and (3) facilitate the con-
sensus authentication process. The smart contracts are used
by nodes for verification and validation of created identities.
The step by step authentication process as illustrated in Fig.1
uses Elliptic Curve Digital Signature Algorithm which is
compatible with [oT context. It starts with an authentication
request, the receiving node performs identity validation by
checking its local blockchain registry and broadcasts the
request to other IoT nodes to verify the identity of the re-
quester to achieve a consensus agreement. The other nodes
will alert by sending a blockchain transaction if there is a dif-
ference between the received request and the stored identity
in their local blockchain registries otherwise they send an
approval transaction that can be read by the requester in the
blockchain. The second part is the device firmware integrity
check which follows a similar procedure of consensus agree-
ment. At the end, nodes authentication is achieved by the
identity validity check without performing heavy computa-
tions such as creation of session keys or generation of tokens
which are not suitable for huge number of IoT devices.

We evaluated scalability of our approach by assessing the
delays and throughput for increasing number of simultane-
ously nodes(20,25,30,35,40) in our Ethereum system. The col-
lective delay to authenticate simultaneously was measured
for each category number of nodes whereas the throughput
was measured as number of bytes per second collectively
sent from simulated nodes to the blockchain. We performed
30 simulation experiments for five minutes for each group
of nodes by using an industry standard testing tool HPE
Loadrunner! designed to measure system behaviour[1]. By
using crafted Loadrunner scripts we were able to simulate
Ethereum transactions to a blockchain emulator? installed
in a Ubuntu machine(Intel(R) Core(TM) i5-3230M CPU @
2.60GHz) with our deployed smart contract. During experi-
ments, we observed a nearly linear increase of the delay with
the number of nodes, going from 12 seconds for 20 nodes,

Lhttps://software.microfocus.com/en-us/products/loadrunner-load-
testing/overview
Zhttps://truffleframework.com/ganache
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Figure 2. Latency. Figure 3. Throughput.

up to 25 seconds for 40 nodes, as depicted in Fig. 2. Our
work compares favourably for a centralised authentication
mechanism[4] based on MQTT where average authentica-
tion delay of 2.137 seconds for a single node will increase
significantly with increase of nodes. Our approach rely on
private blockchain which makes it considerably faster than
other Ethereum authentication mechanisms[2] that have an
additional 14s delay of public blockchain. Further, as seen
in Fig.3, we observed stable average throughput as we in-
creased number of nodes. This shows the system does retain
its performance while increasing more nodes.

3 Conclusion

We present demo results of a blockchain-based authentica-
tion mechanism based on consensus authentication. Our
results show that the system is a scalable lightweight mech-
anism for authentication of constrained devices.
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