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Abstract—We analyze the role of jamming as a means to can be used to increase the noise level of the eavesdropper
increase the security of wireless systems. Specifically, we charac-and ensure a higher secrecy capacity. This idea has already

terize the impact of cooperative/friendly jamming on the secrecy 5,h0ara4 in the literature under the name of artificial nfise
outage probability of a quasi-static wiretap fading channel. We L .
or cooperative jamming [5].

introduce jamming coverageand jamming efficiencyas security = e | ) )
metrics, and evaluate the performance of three different jamminy Our work is different in that we consider fading channels
strategies that rely on various levels of channel state information (as opposed to the Gaussian case) and provide closed-form
The analysis provides insight for the design of optimal jamming expressions for the secrecy outage probability. This measu
Conf!gqrat'gnsha”d '.”d'c‘"?‘tesl that On‘f jammer is not enough 10 ;¢ gerived for several jamming strategies that rely on diffe

t t t : . )
maximize both METrcs simuttaneousty ent levels of CSI knowledge. We also incorporate a simple
path-loss model and introduce metrics that bestow a spatial
interpretation of the impact of jamming in terms of secrecy.
_ Our main contributions are as follows:

Todays netwc_)rks are secured essentially by means Of. Security metrics for jammingwve introduce the jamming
encryption aIgonthmg that are execute_d .a.t the upper layers coverage and the jamming efficiency as security metrics;
of th_e protocol archnectyre. The;e primitives are designg « Jamming strategieswe provide a complete characteriza-
and implemented assuming data is. error-free, an absmacpo tion of the secrecy outage probability for three jamming
enabled by the use of error-correcting codes at the physical strategies that rely on various levels of channel state
layer. In contrast, several information-theoretic resddased information (CSI);
on Wy_ner’s wiretap chan_nel model [1] Support _the idea that o Jamming configur'ation desighased on the defined met-
there IS much to be gameq from codmg not just for error rics, we evaluate the impact of different system configu-
correction but also for security at the physical layer. “Sibgl- rations (transmission power and location of the jammer)

layer security” has known a growing interest, motivated in on the performance of each jamming strategy.
large part by applications to wireless communications. ] } ) )
A substantial body of work lays its foundation on the The remainder of the paper is organ_lzed as follows. Sec-
Gaussian wiretap channel [2], in which the channels linkifPn !l presents the system setup and introduces the secrec
the source to the legitimate receiver and to the eavesdropgtage probability and the associated metrics of jamming
are additive white Gaussian noise (AWGN) channels. F6Pverage and jamming efficiency. Section Il extends the
this model, the secrecy capacity, defined as the maximancept of secrecy outage probability to situations in Wwhic
transmission rate at which the eavesdropper is unable &dfiendly jammer is available. A characterization of diéist
acquire any information, can be obtained from the signal-t;2Mming strategies that rely on distinct CSI requiremests i
noise ratios (SNRs) of the receivers by subtracting the Gvan IS0 provided. Section 1V evaluates the effect of varyingaio
capacities of the aforementioned channels. tion and transmission power of the jammer on the performance

There are basically two solutions to increase the targt these strategies, and Section V concludes the paper.
secrecy rate: (a) improving the SNR of the legitimate remeiv
(e.g. by shortening the distance to the source) or (b) reduci
the SNR of the eavesdropper (e.g. by adding controlled in-
terference). Interference then emerges as a valuablerogsou We consider the wireless system illustrated in Figure 1, in
for wireless security. From the point of view of the attackeghich a source communicates with a legitimate receiveravhil
correlated jamming techniques are known to cause severe dig illegitimate receiver, hereafter called tleavesdropper
ruption of the communications flow by exploiting the avaiéab overhears all transmissions. In addition, a node, heneafte
information on the transmitted signals [3]. However, jam@ni calledjammer emits white Gaussian noise that causes interfer-

_ . ence to both the legitimate receiver and the eavesdropper. T

This work was partly supported by the Fundagpara a Gincia e Tec source and jammer are subject to average power constraints
nologia (Portuguese Foundation for Science and Technplagger grant
SFRH/BD/28056/2006 P, and P;, respectively. Channels between all pair of nodes
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the source and receiver target a secrecy fatethe secrecy
outage probability is given by

Pout(Rs) = P{Cs < Rs;} =P{C, —C. < Ry}
P{log(1+7T,)—log(l1+T.) < Rs}.

The operational meaning of this measure is twofold [7].tFirs
it provides the fraction of fading realizations for whicheth
wireless channel can support a secure raté& pbits/channel
use. Second, it provides a security metric for the situation
in which the source and receiver have no CSI about the
eavesdropper. In this case, the source has no choice but to
set the secrecy rate to a constéht thus implicitly assuming
that the instantaneous capacity of the eavesdropper channe
given by C! = C, — R,. Notice that to obtain low values of
secrecy outage probability, the eavesdropper must beeldcat
Fig. 1. Example of a wireless network where a source wants tamuanicate  far away from the communicating nodes, and there is a large
with a receiver and there is a potential eavesdropper (Bwelcinity. There  gra3 where the eavesdropper could compromise the secrecy
is also a jammer, which can be used to interfere with communitstio .

of the system. Nevertheless, the interference created dy th
jammer can lead to smaller secrecy outage probability, even

are modeled as independent quasi-static Rayleigh fadiag-chfor situgtions where the eavesdropper is not far from thecgou
nels. Specifically, for each channel, fading coefficienteaim OF receiver.

constant during the transmission of an entire codeword but

change randomly and independently from one codeword 0 performance Metrics

another according to a Gaussian distribution with variance ]
¢/d*, whered is the distance between the two nodesijs We focus on the difference\P,, between the secrecy out-

the path-loss exponent, andis a normalization constant, 29€ Probability without jamming (i.&; = 0) and the secrecy
Letting N, represent the noise level,, andd,, denote the outage probability with jammlng..For each po§S|bIe positio
distances from the jammer to the receiver and from the soufdighe eavesdroppet:., y.), we define thérelpful interference

to the receiver, respectively, and introducing the corstafédionas the area wher&Poy(z., y.) > 0, and theharmful
cjr = %d% andc,, = 2= -< we have that the instantaneouénterference regioras the area wherAPy(x.,y.) < 0. We

No do.1 ; ; ;
signal—to-iﬁterference—plus—noise ratio (SINR) at theereer consider the following metrics.

can be represented by the random variable e jamming _coveragethe total area of the helpful interfer-
ence region;
= ﬂy « jamming efficiencythe average change in outage proba-
L+ cjrGyr bility because of jamming, i.e. the averadéoui(ze, ye )
where G, and G,, are independent exponential random  over all eavesdropper positioris., ¥.).

variables with unit mean. Similarly, lettingj; andd,. denote  pepending on the security requirements, other metricsicoul
the distances from the jammer to the eavesdropper and frg@ ysed. For example, the area over which the secrecy outage
the source to the eavesdropper, respectively, and intmglucprobability is below a certain threshold, captures the rfeed
the constants:;. = Vgé and c;e = %Cf the instanta- a Jow secrecy outage probability throughout the entireargi
neous SINR at the eavesdropper is represented by the randdum goal with the jamming coverage and jamming efficiency
variable is to evaluate the overall benefit of jammer configurations
CseGse . . . .
r,=-—2°-% (transmission power and location) in terms of secrecy. @it
L+ cjeGie coverage configurations guarantee that the reduction of the
whereG,. andG . are also exponential random variables witlsecrecy outage probability occurs over a large regionoatih,
unit mean. this may happen with marginal outage reductions. The jam-
For a given realizatiomy.,v.) of (I',,I'.), the instantaneous ming efficiency complements this metric by favoring large
secrecy capacity [2] of the channel between the source aeductions on the secrecy outage probability. The ultimgatd
the main receiver is given by is, naturally, to achieve the most extensive jamming cayera
C. = max(C, — C., 0), while assuring the highest possible jamming efficiency.

T

whereC,. = log(1+,) is the capacity of the main channel and 1. WIRELESSSECRECY WITHJAMMING

C. = log(1 + ~.) denotes the capacity of the eavesdropper’s . )

channel. Because of fading, there is a non-zero probattiiy A Secrecy Outage Probability for Blunt Jamming

any specified secure rate is not achievable. In this section, we consider the situation in which the
The use of secrecy outage as a security performance mgamer emits white Gaussian noise with varianégat all

sure for wireless fading systems was proposed in [4], [6]; times. We call this jammer blunt jammerecause the jammer



disregards any possible information about CSI and trassmihat dynamically adjust to the environment and whose goal is

at a constant powePyyn: = Pj. to maximize the helpful interference region while keepihg t
Proposition 1: The secrecy outage probability for the blunharmful interference region constrained.
jammer is given by
P{C;<R}=1- e’ Cje B. Jamming Strategies
CirCie (K, 4+ L L)

In this section we characterize alternative jamming strate

e " 1 B\ 2 gies that rely on different levels of CSI.
+cjrcjs (K + cir Z) 1) Cautious JammingA cautious jammer takes advantage
Ié; 1+ of the knowledge of the CSI between itself and both the
8 [ﬁ 8 ("i + Cir Cje + 1) x4 <T) legitimate receiver and the eavesdropper to perform amagiti
1 8 1+8 1 decision about when to jam. It jams whenever it finds the
+ (“ * Cir Cje ﬁ) x @ (T (“Jr CTT)” channel to the eavesdropper to be better than the one to the
, legitimate receiver, and switches off otherwise. The power
with . : : . .
R _q . transmitted by a cautious jammé&k,uiousis then given by
K= , B =e=2 andQ(z) = e*Ey(z) (see [8]).
Cor Csr P, if Gir - Gje
Proof: See Appendix. [ ] Peautious= ' d, i dfe
The impact of jamming on the secrecy outage probability 0 otherwise.

using this result is illustrated in Figure 2, where each poin Proposition 2: The secrecy outage probability for the cau-
represents a potential location of the eavesdropper antlssh@ous jammer is given by

the corresponding\P,: value. The helpful interference re-

gion, delimited by the thick white line around the jammer, is P{C, < R} =1 — _c

the area where the secrecy outage probability gets decrease A1+ 5)

The lighter the region around the jammer, the smaller the _¢ "2 (‘5 — Q) (= &) = Qpp)(p = (pp — v — U)

secrecy outage probability. For example, if the eavesdropp CirCje E(u—6)

is located close to the jammer at the positi@n0), jamming LB (Q(V) - Q(MP))

reduces the secrecy outage probability fran33 to 0.04 CjrCje 3

(i.e. APy = 0.29). e "B (n€ — Q(pp(1 —n) +nv) (1 — né)
Understanding the trade-off between helpful and harmful — ¢jrCje & (k=)

interference and the impact of CSl is crucial. Factors sich a _ Qpp) (1 — &) (npp — v — 1))

the received power and the distance, as well as the channel & (n—ng)

quality from the jammer to the communicating nodes andtoa e " (Q(/Ap(l —n)+nv) — Q(Mp)>

- : . , - nn(B+1)—1)
potential eavesdropper play an important role in secufiireg t CjrCje né

wireless system. This observation calls for jamming sgjiate

where § = (dj) , A = {2 ifo<1 and

dje 1+0 0>1
0.26 Ce .
77 — Cje-‘g?ech If (S S 1
023 P T o0>1
0.19 The functionQ2(z) and the variables andj are defined as
. . 1 1
016 in Proposition 1, and = <m+ _—— ﬁ), V= ( +ﬁ>,
Cir  Cje Cje
- 1 1+
012 5 — i Y
nw=rk+ ) andp = ( > )
e < Cjr g
09 < Proof: See Appendix. [
0.05 2) Adaptive JammingThe adaptive jammer only has CSI

about the channel to the legitimate receiver. This strategy
responds to a situation in which the eavesdropper intestbpt

0.02 communications without providing any sign of its presence.
In this case, the jammer defines a threshold for the channel
-0.05 quality 7, above which it will stop jamming since it is likely

that his induced noise will hurt the legitimate receiver enor

Fig. 2. Impact of blunt jamming on secrecy outage probabiliyr Each than a possible eavesdropper. The transmission power of the
position of the eavesdrqpper on the map, we comphiRyyt. The locations jammer, Padaptive is then given by

of the source (Tx), receiver (Rx), and jammer (J) are (0,0}5fPand (7,0),

respectively. Secrecy outage probabilities are obtaioed farget secrecy rate

R, = 0.1 and path-lossx = 4. The target secrecy rate is normalized with Padaptive: {
respect to the capacity of the AWGN channel with the same age&R.

Py if Gjr <T
0 otherwise



Proposition 3: The secrecy outage probability for the adap- 300

tive jammer is given by

P{Cs <R} =1- % &é\
"B <£*Q(V)(u*£)*Q(up)(uff)(upfvfl)) o
Corcie (1 —¢) 180 &
LB (éﬂ(u+ﬂcjgf)(u—§) o
CirCie En—9 3
Qpp + peem) (=€) (pp — v+ 7ej(n— ) = 1) ©

- & (u—9) )

0 d

rh e Sy _ ,
e "B e T (1 4 cjrT) (Q(VJF Cje ) = Qpp + ‘LLC”T)> Fig. 3. This figure shows the optimal location for blunt jammimgtérms

13

CjrCje

LB (Q(V) - Q(up))

£ of coverage (P = 10 dBm). The region where placing a jammer leads to a
coverage abové80 m? is also depicted.
wherex, § andQ(x) are defined as in Proposition 1, agd
v, u andp are defined as in Proposition 2.

Proof: See Appendix. "] An arbitrary location for the eavesdropper is assumed and
the metrics of jamming coverage and efficiency are com-
puted by considering thé\P,; value for a large sample of

IV. TRANSMIT POWER AND LOCATION OF THEJAMMER  eavesdropper locations. The jamming coverage and efficienc

Irrespective of the CSI available, the power and locatidfius provide a measure to assess the security benefits of a
of the jammer have a crucial impact on the security benefRgrticular jammer configuration, irrespectively of thedtion
of jamming. WhenP; > 0, the capacity of both the main of the eavesdropper. To analyze the effect of different jamym
channel and the eavesdropper channel decrease and, inCégfigurations we select a sample of locations on a grid and,
limit, P{C, < R,} — 1. Hence, high transmit power of thefor each location, a set @0 transmit powers is tested, ranging
jammer becomes harmful in terms of security. Equivalentiffom 10 dBm to 10 dB. Under this restricted setting, we
setting the jammer close to the main receiver increases sider the optimal coverage and efficiency configurations
interference to the main channel, leadingto— 0 asd,, — Although these optimal configurations do not necessarilg ho
0. SinceC, > 0, we haveP{C, < R,} — 1. This confirms for other system setups, they enable a comparison of the
the intuition that having a jammer nearby the main receiser fifferent jamming strategies.
harmful in terms of security.

Although the location and transmission power of the jammey Jamming Coverage
can have an adverse effect on the security of the system, a ) . ) )
careful selection of such parameters can still enhanceigecu N this section, we analyze the effect of different jamming
by causing controlled interference to the eavesdroppee TEPNfigurations on coverage. The optimal coverage configura-
goal in this section is to analyze how different system coffons vary with the chosen jamming strategy. According to
figurations (location and transmission power of the jammepJ€vious results that show that proximity to the main regeiv

affect the metrics of coverage and efficiency according o t# harmful, all strategies lead to optimal coverage regions
employed jamming strategy. in the upper part of the confined region. Figure 3 shows

such region and the corresponding optimal location for tlun

jamming. Cautious jamming increases coverage by using CSI
A. System Setup knowledge to encompass locations where the eavesdropper is

We consider a scenario in which a source and receiver in famther away. The secrecy gain is naturally lower theresthu

office building want to communicate secretly with the hel@of leading to a decreased efficiency. The operation of adaptive
jammer that aims to prevent an eavesdropper placed anywhareming is based solely on CSI with respect to the main
in a confined region in the vicinity of the communicatingchannel and can be adjusted to provide large coverage, yet
devices — where the secrecy outage probability is higherwith a cost in terms of efficiency as well.
from overhearing the transmissions. A path loss exponent of Figure 4 compares the different strategies with optimal
is used, and the normalization constarg set to the free-spacecoverage configurations. Namely, it depicts the area (y)axis
path gain for2.4 GHz transmission at the reference distancaver which a given strategy is able to achievARB,; above a
of 1 m, which is common for micro-cellular systems [9]. Theertain value (the x axis). For example, a cautious jammer is
source and receiver are fixed at locationg®f)) and (0, —5), able to provideAPy > 0.02 over an area ofm?. The figure
respectively, and aim to achieve a secure communicati@n rahows that, although all strategies provide large coverage
of 10% of the capacity of the AWGN channel with the samé&he lowest being blunt jamming with a coverage 2if3
average SNR. All nodes can transmit with power ug@alB, m?), the corresponding efficiencies are actually quite reduce
and the source transmits with a fixed power= 3 dB. — low values of AP, are achieved. This happens because

CjrCje
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the jammer employs low transmit power on these optim
configurations, thus resulting in little interference tosgible
eavesdroppers. As we will see with the optimal efficienc
configurations, a controlled increase of the transmit powier
the jammer can lead to highexP, values.

3
(0]
g 10
[0]
>
o
o

0
C. Jamming Efficiency 10

In terms of efficiency, the optimal regions appear clos
to the source, yet tending towards the opposite direction 10-1 Lk
the main receiver, as illustrated in Figure 5 for the case 00 01 02 03 04 05 06 07 08
blunt jamming. This is natural, since it is close to the seurc A Poy larger than
that the secrecy outage probability is higher and, theeefohg. 6. Comparison between the three jamming strategies foroftienal
the jammer is able to provide highest security benefits. Thenfiguration of the jammer with respect to jamming efficiencye Tot
harmful effect of the jammer when close to the receiver resideshows the area in whichPoyt is above a certain value (x axis). The zoomed
the region to become asymmetric with respect to the souffe. ESIAP‘“: 0 shows the coverage atiained by each strategy, naiily
. y ) . - unt, 259 m? - cautious,252 m* - adaptive(r = 0.3), 228 m
and tending to the opposite direction of the receiver. Fer tldaptive(r = 0.5) and214 m? - adaptive(r = 0.8).
three strategies, the optimal configurations also resolinfr
the jammer employing higher transmit powerB; (= 10
dB), whenever active, thus leading to increased interfarerthe advantage in efficiency, blunt jamming also leads to a
to possible eavesdroppers. much higher maximumAP,,; value. This clearly shows that
Remark 1:The only way to avoid harming the receivetthis strategy excels in terms of jamming efficiency. Since th
more than the eavesdropper at all times would be to expleit thptimal efficiency locations appear closer to the receiliant
knowledge of CSil for all channels. Consequently, cautios athe optimal coverage locations, the use of CSI by cautious ja
adaptive jamming, which do not exploit CSI for the channelsing provides a clearer advantage. Namely, it leads to a much
from the source to the receiver and the eavesdropper, &ger coverage than blunt jamming and higher efficiency tha
unable to detect all favorable jamming opportunities. Th&daptive jamming. The fact that cautious jamming overcomes
explains the lower values oAP,; and the resulting lower any of the adaptive jamming strategies in terms of coverage
efficiencies achieved by these strategies. as well, highlights the fact that the specific configuratiofis
Figure 6 compares the optimal efficiency configurations f@adaptive jamming are not suitable for every system setup.
the three strategies. As expected, blunt jamming provides t Although the optimal efficiency configurations lead to
lowest coverage, but the highest efficiency. Cautious jarsmaller coverage than the optimal coverage configuratibns,
ming leads to a smaller efficiency over large regions, ansl clear that only the later configurations yield non-neblig
the operation of adaptive jamming can be adjusted with tisecurity gains (e.g. for a coverage dfm? blunt jamming
typical coverage-efficiency trade-off. Notice that, apaom assures a\P,,; above0.03 for the optimal coverage configu-




ration, against aAP,; above0.73 for the optimal efficiency [6]
configuration). This is a natural consequence of employing
higher transmit powers by the jammer. 7]

V. CONCLUSIONS

We have seen that friendly jamming can be used as
powerful tool to increase the secrecy of wireless systems.
Our results show that, although high transmit power and
proximity to the legitimate receiver can become harmful, a
proper selection of such parameters actually brings sgcrec
gains. Moreover, there is an inherent trade-off between the
coverage and efficiency achieved by the jammer, which is
reflected on the different jamming strategies. For instdnhaet
jamming provides the highest efficiency results but fails to
achieve large coverage. In contrast, adaptive jamming ean b
adjusted to result in large coverage yet paying a price imger
of efficiency. Cautious jamming exposes the usefulness of CS
This reveals that having more than one jammer as well as
relying on CSI knowledge actually becomes a necessity.

(8]

APPENDIX
A. Proof for Proposition 1
The secrecy outage probability is given by [6]
P[Cs; < R] = P|C, — C. < R]
which, by using the definitions of Section Il yields
P[Cs < R] = P |Gsr < #(1 + ¢ Gir) +ﬁcse%

R
wherer = <=1 and 3 = et <=,

Cs ”

Let the pdfs of¢ = gs, 11 = g; and e = gj. be f(£),
hm(v1) andh.(1s), respectively.

Since the pdf ofy,,. is f(z) = e™*, we get

Pl[C, <R =1- //7 exp (75(1 + cjrvn) — BE )

X f(&) hm(v1) he(v2) d€ dvy duvs

1+ Cjrl1
14 cjern

Proposition 1 then results through standard calculus.
Proofs for Propositions 2 and 3 follow the same approach,
yet with different pdfs forv, andws.
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