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Abstract— We consider a wireless network scenario in which
the communicating nodes are assisted by a number of jammers.
The goal of the jammers is to obstruct potential eavesdroppers
while restricting the harmful interference experienced by the
legitimate receiver. Based on a stochastic network model, we are
able to show that packet collisions caused by jamming nodes can
be used effectively to increase the level of secrecy. Various jammer
selection policies are investigated depending on the position of
source, destination and jamming nodes. Our results show the
benefit of jamming for secrecy when employing contention of
jammers near the legitimate receivers.

I. I NTRODUCTION

It is well known that interference in wireless channels
can be used effectively by cooperating nodes to improve the
performance of wireless networks [1], [2]. However, when
nodes are not cooperating, interference can lead to severe
degradation of the received signals, which motivates a number
of multiple access schemes to be implemented in real-life
wireless networks. A common technique is the RTS/CTS
(Request To Send/Clear To Send) handshake used in the
IEEE 802.11 standard, which performs channel reservation
before transmission to accomplish two goals: (1) reduce the
likelihood of a collision by making neighbor nodes defer from
channel access, and (2) reduce the cost of collisions by using
control packets much smaller than the data packets. However,
from a secrecy perspective some collisions may actually be
useful. This is the case, for example, when a node causes a
collision on an eavesdropper without harming the legitimate
receiver.

A suitable metric to assess the secrecy level of a system
is the secrecy capacity [3], i.e. the maximum transmission
rate at which the source can communicate with the receiver
without the eavesdropper being able to acquire any infor-
mation. Several interference generation schemes have been
proposed to improve the secrecy capacity of different types
of wireless channels. A scheme for generation of artificial
noise is proposed in [4] whereby a transmitter with multiple
antennas or, alternatively, a set of amplifying relays introduce
noise in the system that results in low outage probabilities
of secrecy capacity. In [5], a cooperative jamming scheme is
proposed in which an otherwise disadvantaged user can help
improve the secrecy rate by jamming a nearby eavesdropper.

This work was partly supported by the Fundação para a Cîencia e
Tecnologia (Portuguese Foundation for Science and Technology) under grants
SFRH/BD/28056/2006 and PTDC/EIA/71362/2006.

[6] presents a set of cooperation strategies for a relay node
to improve the achievable secrecy rate. Interference-assisted
secret communication in which an interferer improves the se-
crecy rate by injecting independent interference is considered
in [7]. Related literature on secrecy of multiple access channels
without considering interference generation appears in [8]–
[10].

In [11], the secrecy level of two nodes communicating in
the presence of eavesdroppers placed anywhere in a confined
region is investigated. Friendly jammers, with different levels
of channel state information, help the legitimate parties by
causing interference to possible eavesdroppers. Results shows
that (i) jamming near the legitimate receiver leads to a small
secrecy improvement and requires channel state information
that may not always be available, and (ii) multiple jammers are
needed to achieve relevant secrecy gains throughout the entire
confined region. [12] looks at the secrecy of wireless networks
with multiple eavesdroppers and provides insight on how it is
affected by the spatial distribution of the eavesdroppers.It is
shown that even a modest number of scattered eavesdroppers
can dramatically reduce the achievable secrecy rates. Tech-
niques to overcome this are proposed in [13].

Our work differs from the state-of-the-art in that we analyze
the benefits of jamming on secure communications using
Medium Access Control (MAC)-related parameters such as
the density of jammers and eavesdroppers and the selection
of active jammers. In particular, we make the following
contributions:

• secure throughput: we propose and provide a characteri-
zation of the secure throughput as a metric to assess the
secrecy level of a network;

• jammer selection policies: we devise a set of policies for
selection of active jammers with the intent of improving
the secure throughput;

• performance analysis: we analyse the performance of the
aforementioned policies with varying power and density
of jammers.

The rest of the paper is organized as follows. In Section II,
we present the system model and the used notation. Section III
presents the concept of secure throughput and provides a
generic characterization. In Section IV, we propose a set
of jammer selection policies. The secure throughput of each
policy is also characterized. Section V validates the analytical
results and presents a comparison of the different policies.
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Fig. 1. Secure communication in the presence of eavesdroppers, assisted by
jammers.

II. SYSTEM MODEL

A. Node Configuration

We consider the scenario depicted in Fig. 1, where a
legitimate user (Alice) wants to send messages to another user
(Bob) with secrecy, i.e. without a set of eavesdroppers (Eve)
having access to those messages. With the aim of improving
the secrecy of such communication, multiple jammers transmit
in cooperation with Alice and Bob. These jammers can arise in
various scenarios: (i) they can be deployed by Alice and Bob
with the single purpose of jamming potential eavesdroppers,
or (ii) they can be legitimate nodes belonging to the same
network as Alice and Bob, which transmit jamming signals
during periods of communication inactivity. In terms of no-
tation, Alice and Bob are located atxa, xb ∈ R

2; the set of
eavesdroppers isΠe = {ei} ⊂ R

2; and the set of jammers
is Π = {xi} ⊂ R, whereR ⊆ R

2 is the region of active
jammers. The transmit powers of Alice and the jammers are
Pa andP, respectively.

The spatial location of nodes can be modeled either de-
terministically or stochastically. In many cases, the node
positions are unknown to the network designer a priori, so
they may be treated as uniformly random according to a
Poisson point process [14], [15]. Specifically, we consider
that Πe is an homogeneous Poisson point process (PPP)
on R

2 with density λe, while Π is an homogeneous PPP
restricted to regionR with density λ, independent ofΠe.1

The locationsxa, xb of Alice and Bob are deterministic.
We assume that the locations of the jammers and eavesdrop-

pers are unknown. Although the jammers may not be silent,
their location is still unknown in the sense that they can be
regular nodes communicating in the network. The jammers and
eavesdroppers can determine their connectivity to Alice and
Bob if a proper signaling scheme is used before transmission
(e.g. RTS/CTS). We also assume that neither the jammers nor
the eavesdroppers collude, i.e. they only have access to their
local information.

B. Wireless Propagation and Interference

To account for propagation in a wireless medium, we
consider that the powerPrx received at a distanceR from a

1In this paper, we assume for simplicity that the jammers transmit with
probability p = 1. The case of arbitraryp can be easily accommodated
replacingλ by pλ, due to the splitting property of Poisson processes [16].

source is given byPrx = P/R2b, where P is the transmit
power, andb is the amplitude loss exponent. To account
for interference due to simultaneous transmissions, we usea
model similar to [17], based on the notion of audible node.

Definition 1 (Audible Node [17]):A node x is audible to
another nodey if the power received by nodey satisfiesPrx ≥
P ∗, where P ∗ denotes some threshold (e.g., related to the
sensitivity ofy). Otherwise, nodex is said to beinaudible.

We useP ∗
b , P ∗

e to denote the sensitivities of Bob and the
eavesdroppers, respectively. With respect to Fig. 1, letx →
y denote the event ofsuccessful receptionby nodey (Bob
or an eavesdropper) of the message sent byx (Alice or a
jammer). We consider that the eventx → y occurs iff two
conditions are satisfied: i) nodex is audible byy; and ii) there
are no collisions between the packet transmitted byx and the
packets transmitted by nodes that are audible toy. Similarly,
let x 9 y denote the event ofunsuccessful reception, i.e., the
complementary event ofx → y.

C. On Collisions

We define a collision on a nodey to be the event of
concurrent transmission of the sourcex with one or more
nodes{zi} audible toy. We consider that the signals from{zi}
become tangled together with the signal fromx in a way that
y is not able to correctly perceive it. From an analytical point
of view, we consider that a collision happens if two or more
nodes audible toy transmit. In this case, the transmit power
of the source and the receiver sensitivity determines what is
an audible node, and these parameters can be adjusted to
encompass a wide range of scenarios. This implicitly assumes
that the concurrent transmissions take place simultaneously or
at least overlap long enough to make the receiver ignorant
about their content.

III. SECURETHROUGHPUT

A. Definition and Motivation

The secrecy capacityof a wireless link is the maximum
transmission rate at which the source can communicate with
the receiver without the eavesdropper being able to acquire
any information. In several practical scenarios, it is desirable
to have measures of secrecy that rely on simple link-layer
parameters, much like thethroughput of a link (defined as
the probability of successful transmission) is a link-layer
alternative to thechannel capacity(defined as the maximum
achievable rate). Based on the same principle, we introduce
the notion of secure throughput.

Definition 2 (Secure Throughput):The secure throughput
Ts from Alice to Bob is the probability that a message
transmitted by Alice issuccessfullyreceived by Bob, and
unsuccessfullyreceived by every eavesdropper,2

Ts , P

{
a→ b∧

∧

ei∈Πe

a 9 ei

}
. (1)

2In the above definition, the probability is implicitly conditioned on the
event of Alice wishing to transmit, and Bob being silent and willing to receive.
The malicious eavesdroppers are also assumed to be passive (i.e., silent at all
times), as is often the case in practical scenarios.
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TABLE I

Effect of interference from the jammers on the eavesdroppers and Bob and

possible jammer selection policies with their respective regions.

Jammers Eavesdroppers
Possibly Harm No Yes

Bob
No nojam:R = ∅ jnrc: R = Bxa(ra,e)\Bxb(r,b)

Yes —
nsj: R = Bxa(ra,e)

global:R = R
2

The secure throughput quantifies the secrecy of an uncoded
link according to a collision-based MAC-layer model, depend-
ing only on simple parameters such as the spatial density
of nodes and receiver sensitivities. This metric admits an
outage interpretation. Since the node positions are typically
slow varying (quasi-static), for a given realization of thepoint
processes, the channel between a and b may not satisfy the
condition a→ b∧

∧

ei∈Πe

a 9 ei, in which case the system is

said to be in outage.

B. Characterization of Secure Throughput

Define the following radiuses

r,b ,

(
P

P ∗
b

)1/2b

, ra,e ,

(
Pa

P ∗
e

)1/2b

, r,e ,

(
P

P ∗
e

)1/2b

.

With this notation,Bxb(r,b) is the ball inside which the jam-
mers can interfere with Bob;Bxa(ra,e) is the ball inside which
the eavesdroppers can hear Alice; andBx(r,e) is the ball
inside which the jammers can interfere with an eavesdropper
located atx.

An exact expression for the secure throughput is in gen-
eral hard to obtain. Appendix I shows that anapproximate
expression for the secure throughput is

T̃s = exp(−µ,b)︸ ︷︷ ︸
T̃b

× exp (−µa,e · p,e)︸ ︷︷ ︸
1 − T̃e

, (2)

where the parameters are given by

µ,b = λ · A{Bxb(r,b) ∩R},

µa,e = λe · πr2
a,e,

p,e =
1

πr2
a,e

∫∫

Bxa(ra,e)

exp(−µ,x)dx,

µ,x = λ · A{Bx(r,e) ∩R},

whereA{R} is the area of a regionR. The left part of the
expression corresponds to the throughput at BobT̃b, whereas
the right part is one minus the throughput at EveT̃e. Later in
the paper, we resort to simulations to confirm that (2) closely
approximates the secure throughput.

IV. JAMMER SELECTION POLICIES

Since Bob and the eavesdroppers must both lie in the
audible region of Alice, in general there is a trade-off between
the effect of interference from the jammers on Bob and the
eavesdroppers. To analyze this trade-off, we propose a set
of jammer selection policies in connection with the effect of

Alice

Bob

R

(a) Jamming with Near-Receiver Contention:
R = Bxa(ra,e)\Bxb(r,b).

Alice

Bob

R

(b) Near-Source Jamming:R = Bxa(ra,e).

Fig. 2. Jammer selection policies. Jammers in the audible regionof Alice are
active in (a), whereas in (b) they are active if in the audibleregion of Alice
and not audible to Bob.

the interference from the jammers, as summarized in Table I.
We say that the jammers do not harm Bob if the region of
active jammers excludes the area where jammers can harm
Bob, Bxb(r,b). On the contrary, jammers can possibly harm
the eavesdroppers if the region of active jammers contains
part or all of the area where eavesdroppers can overhear from
Alice, Bxa(ra,e). The case in which jammers would harm Bob
but not the eavesdroppers is not interesting from a security
perspective and is not considered because the eavesdroppers
can potentially share the same location as Bob.

In the following we characterize the policies of Table I and
present the rationale behind them.

A. No Jamming

Although not relevant from a secrecy perspective, this is a
simple reference policy for the case without jammers. In this
case, no jammer is active, i.e.R = ∅.

Proposition 1: The secure throughput for theno jamming
(nojam) policy is given by

T̃ nojam
s = exp

(
−λe · πr2

a,e

)
.

Proof: This results from the general expression for the
secure throughput in (2) with the parameters forR = ∅
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becomingµ,b = 0, µa,e = λe · πr2
a,e, µ,x = 0, andp,e = 1.

This expression gives the exact secure throughput, because
without jammers there are no dependencies between collisions
on the eavesdroppers and Bob.

B. Global Jamming

In contrast with the previous, this policy corresponds to the
case in which all jammers are active and the region of active
jammers isR = R

2. Collisions may happen both on Bob as
well as on the eavesdroppers.

Proposition 2: The secure throughput for theglobal jam-
ming policy is given by

T̃ global
s = exp(−λπr2

,b) × exp
(
−λeπr2

a,e · exp(−λπr2
,e)

)
.

Proof: This results from the general expression for the
secure throughput in (2) with the parameters forR = R

2

becomingµ,b = λ·πr2
,b, µa,e = λe·πr2

a,e, µ,x = λ·πr2
,e ∀x,

andp,e = exp(−λ · πr2
,e).

C. Jamming with Near-Receiver Contention

This is a more conservative policy that aims to cause inter-
ference on eavesdroppers but reduce the interference caused to
Bob by deactivating jammers audible to Bob. In such case, the
region of active jammers becomesR = Bxa(ra,e)\Bxb(r,b),
as illustrated byFigure 2(a). This should reduce the number
of collisions on Bob but also on some eavesdroppers.

Proposition 3: The secure throughput for thejamming with
near-receiver contention(jnrc) policy is given by

T̃ jnrc
s = exp

(
−λeπr2

a,e · p,e
)
, (3)

where

p,e =
1

πr2
a,e

∫∫

Bxa(ra,e)

exp(−µ,x)dx,

µ,x = λ · A{Bx(r,e) ∩ Bxa(ra,e)\Bxb(r,b)}.

Proof: This results from the general expression for
the secure throughput in (2) with the parameters forR =
Bxa(ra,e)\Bxb(r,b) becomingµ,b = 0 andµa,e = λeπr2

a,e.

D. Near-Source Jamming

This corresponds to a more aggressive policy that aims
to cause as much interference as possible to all receiving
eavesdroppers by having active jammers in the audible region
of the source, without concerns with respect to Bob. The
region of active jammers depicted inFigure 2(b) is then
R = Bxa(ra,e).

Proposition 4: The secure throughput for thenear-source
jamming(nsj) policy is given by

T̃ nsj
s = exp (−λ · A{Bxb(r,b) ∩ Bxa(ra,e)})

× exp
(
−λeπr2

a,e · p,e
)
,

where

p,e =
1

πr2
a,e

∫∫

Bxa(ra,e)

exp(−µ,x)dx,

µ,x = λ · A{Bx(r,e) ∩ Bxa(ra,e)}.

Proof: This results from the general expression for the
secure throughput in (2) with the parameters forR = Bxa(ra,e)
becomingµ,b = λ · A{Bxb(r,b) ∩ Bxa(ra,e)} and µa,e =
λeπr2

a,e.

Proposition 5 (Asymptotic ordering of policies):In the
limit of large transmission power and density of jammers, the
secure throughput of the aforementioned policies satisfiesthe
following ordering

lim
λ→∞

eT
global
s = lim

λ→∞

eT
nsj
s < lim

λ→∞

eT
nojam
s ≤ lim

λ→∞

eT
jnrc
s ,

lim
P→∞

eT
global
s < lim

P→∞

eT
nsj
s < lim

P→∞

eT
jnrc
s = lim

P→∞

eT
nojam
s .

Proof: The secure throughput of no jamming does not
depend on the jammer parameters and is given byT̃ nojam

s =
exp(−λeπr2

a,e). The secure throughput of jamming with near-
receiver contention is always greater or equal to the previous
becausep,e ≤ 1 in (3). In the limit of large density of
jammers, the secure throughput of the remaining policies
becomes

lim
λ→∞

T̃ global
s = lim

λ→∞
T̃ nsj

s = 0.

Asymptotic on P, the secure throughput of the policies
becomes

lim
P→∞

T̃ global
s = 0, lim

P→∞
T̃ jnrc

s = exp(−λeπr2
a,e), and

lim
P→∞

T̃ nsj
s = exp(−λπr2

a,e)×exp(−λeπr2
a,e·exp(−λπr2

a,e)).

The strict inequalities hold for finiteλe > 0.
This shows that improving the secure throughput requires

the transmit power of the jammers to be contained, otherwise
no policy will overcome the reference policy without jammers.
Also, policies allowing jammers near the legitimate receiver
(such as global jamming and near-source jamming) fail to
scale with density of jammers.

V. D ISCUSSION

We now compare the analytical approximation for the secure
throughput in (2) with the simulated values obtained by Monte
Carlo experiments for various system parameters. We consider
a setup such as shown inFigure 3, where Alice and Bob are
placed respectively at locations(0, 0) and (1, 1) of a region
S = [−5, 5]m × [−5, 5]m with areaA = 100 m2. We also
place Π{S} ∼ P(λA) jammers andΠe{S} ∼ P(λeA)
eavesdroppers uniformly and independently onS, and the
connectivity between nodes is assessed based on their relative
distances as described in Section II-B. This information isthen
used to calculate the probabilities of interest over an ensemble
of 20, 000 spatial realizations.

Figure 4shows the secure throughput of the global jamming
for varying density of jammers. The plot shows that the analyt-
ical secure throughput approximates the simulated values for
a wide range of parameters. We observed that for all policies
the approximation is not tight only for a combination of large
λe and P values, since the independence approximations of
Appendix I do not hold.
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λe = 0.01

λe = 0.2

Fig. 4. Global Jamming: analytical vs simulated results.

Fig. 5. Comparison of policies for varyingλ (Pa = 40mW, P = 40mW, λe = 0.2m−2).

A. Comparison of Policies

Figure 5compares the different policies for varying density
of jammers. Notice that these results comply with the ordering
of policies in Proposition 5. Since there are no jammers in
the system, the secure throughput of no jamming is steady for
all λ values and serves mainly as a reference value. Global
jamming and near-source jamming both exhibit a similar
behavior, depending onλe:

1) for largeλe, the secure throughput gets improved with
increasingλ, up to a cross-over value after which
collisions on Bob become dominant and the secure
throughput worsens (as illustrated inFigure 5). Near-
source jamming leads to a larger cross-over value be-
cause there are less jammers audible to Bob;

2) for smallerλe, the secure throughput of global jamming
and near-source jamming decreases for all values ofλ

(as illustrated for global jamming withλe = 0.01 in
Figure 4). This happens because the expected number of
eavesdroppers is low and, therefore, collisions on Bob
are dominant for allλ values.

As expected, jamming with near-receiver contention scales
well with increasingλ, because there are no jammers audible
to Bob. Actually, only this policy is immune to variations in
λe and consistently leads to improved secure throughput.

This shows that jamming can be used as a tool to increase
the secure throughput. However, contention of jammers near
the legitimate receiver is needed for relevant secrecy gains,
specially for systems with large number of jammer nodes.

APPENDIX I
DERIVATION OF (2)

Let x → y denote the event of successful transmission from
node x to y, and x 9 y denote the event of unsuccessful
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Alice

Bob

Fig. 3. Setup for Monte Carlo experiments: Alice and Bob are located
respectively at the positions(0, 0) and(1, 1) of an inner region (highlighted)
of a S = 10m×10m square. This prevents border effects on Alice and Bob.
Alice transmits with powerPa = 40mW and the 2 circles around Bob
correspond to the regions where a jammer is audible for 2 different values of
P = [1, 15]mW. The jammers and eavesdroppers are placed uniformly and
independently onS.

transmission. LetE , Πe∩Bxa(ra,e) denote the random set of
eavesdroppers that can hear Alice, andNa,e , #E . From the
definition of secure throughput, we can write

Ts = P

{
a→ b∧

∧

ei∈E

a 9 ei

}

= P

{
a→ b

∣∣∣∣∣
∧

ei∈E

a 9 ei

}
× P

{
∧

ei∈E

a 9 ei

}

= P

{
a→ b

∣∣∣∣∣
∧

ei∈E

a 9 ei

}

×
∞∑

n=0

P

{
∧

ei∈E

a 9 ei

∣∣∣∣∣ Na,e = n

}
· P{Na,e = n}, (4)

We now make two approximations whose validity we evaluate
in Section V: i) the event{a → b} is independent of{∧

ei∈E
a 9 ei

}
; and ii) the events{a 9 ei|Na,e = n} are

independent identically distributed (IID) for differenti. Then,
(4) becomes

T̃s = P {a→ b} ×
∞∑

n=0

(1 − p,e)
n · P{Na,e = n} (5)

wherep,e , P{a→ ei|Na,e = n}. To determineP {a→ b},
note that from all the jammers inside regionR, Bob can only
hear those falling insideBxb(r,b), whose number is a Poisson
RV with meanµ,b = λ · A{Bxb(r,b) ∩R}. Then,

P {a→ b} = P{no jammers inBxb(r,b) ∩R}

= exp(−µ,b).

To determine the summation in (5), note thatNa,e is a Poisson
RV with meanµa,e = λe ·πr2

a,e, so from [17, Appendix A] we
have

∞∑

n=0

(1 − p,e)
n · P{Na,e = n} = exp (−µa,e · p,e) .

We now determinep,e. Let N denote the (random) num-
ber of jammers that are audible byei. Conditional on the
location ei = x, the RV N is Poisson with meanµ,x =
λ ·A{Bx(r,e)∩R}. Also, conditional onNa,e, the locationei

has a uniform PDF over the ballBxa(ra,e). Using these two
facts, we write

p,e = Eei
{p,e|ei}

= Eei
{P{N = 0|Na,e, ei}}

=
1

πr2
a,e

∫∫

Bxa(ra,e)

exp(−µ,x)dx.

This concludes the proof.
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