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Abstract—We consider the problem of securing routing in- The rest of the paper is organized as follows. A review
formation in Mobile Ad-hoc Networks (MANETs). Focusing on  of related work is delayed until Section Il to enable a prior
the Optimized Link State Routing protocol, we devise deedback yageription of the OLSR protocol and its inherent security
reputation mechanism which assesses the integrity of routing ts in Secti Il Sub tv. Secti vV d ib
control traffic by correlating local routing data with feedback aspects In-section o u sequgn y: ec_ 1on escri e_s
messages sent by the receivers of control traffic. Based onOUr feedback reputation mechanism, and its performance is

this assessment, misbehaving nodes are shown to be reliablydiscussed in Section V. Section VI concludes the paper.
detected and can be adequately punished in terms of their
ability to communicate through the network. To the best of II. THE OPTIMIZED LINK STATE ROUTING PROTOCOL

r knowl his is the fir ractical implementation of . i
gureputoatic;-:‘rﬁ1 gr(?]’e(fhzfnissmtir(13 a Sstta%ggigiied Srgaciiv?tr%uti%g we ,Start by b”eﬂy describing the' OL.SR protp col. A.S a
protocol for MANETS. proactive protocol, it exchanges routing information pei
cally and has routes immediately available when needed. As a
link-state protocol, it maintains network topology infaation
|. INTRODUCTION obtained from flooded routing control traffic which is used to
Among the numerous proposal for routing protocols idetermine the best path to every destination in the network.
MANETS, the Optimized Link State Routing (OLSR) proto- OLSR offers, in fact, more than a pure link state protocol,
col [1], [2] is arguably one that offers promising performaan because it provides the following features:
in terms of bandwidth, required overhead and deliveredicraf « minimization of floodindyy using only a set of selected
albeit at the cost of a wide range of security challenges, nodes, calledmultipoint relays (MPRs), to diffuse its
mostly with respect to the design assumption that all nodes messages to the network;
comply with the protocol in the exchange of crucial topology  reduction of the size of control packddg declaring only
information. Dropping this somewhat optimistic assumptio a subset of links with its neighbors who arentsiltipoint
we evaluate the security risks inherent to OLSR and propose a relay selectorYyMPR selectors).
feedback reputation mechanism for detection and punishmenThe protocol employs an efficient link state packet forward-
of misbehaving nodes; i.e. those that disrupt the network g mechanism calledhultipoint relaying This mechanism is
generating false routing control traffic. Our main conttibos based on having each node select a subset of its neighbors

are as follows: such that this subset ensures connectivity to every two-hop
« A taxonomy of security vulnerabilities that are specififieighbors. The nodes on this subset are catadtipoint
to the OLSR protocol for MANETS; relays(MPRs) and the subset is tiheultipoint relay se{MPR

« A feedback reputation mechanism to detect and punisht). Moreover, those neighbors that select a given node as
the generation of false routing control information; their MPR are called th&#1PR selector sebf the given node.

« Results of a simulation study to illustrate the inducedhe use of MPRs for control traffic transmission results in a
overhead and the effectiveness of our feedback reputati#¢pped flooding instead of a full node-to-node flooding, thus
mechanism; inducing a reduction on the amount and volume of exchanged

« A detailed description of the technical issues that arosentrol traffic.
at all stages of the specification, implementation and There are two main types of control messages in OLSR:
validation process, as well as a set of solutions to pt#ELLO and TC (Topology Control) messages.
reputation-based schemes into practice. 1) HELLO messages are periodically broadcast by each

node, containing the sender’s identity and three listsstaol

The work described in this paper is based on results of IST FP6 Integrated Projﬁ(éighbors from which control traffic has been heard (during
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node. These messages are only exchanged between neighbor-
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TABLE |

one and two-hop neighbors; that information is later used in
OPTIMIZED LINK STATE ROUTING OPERATION

the selection of the MPR set.

2) TC messages are also emitted periodically by some nodes
in the network. These messages are used for diffusing tgpol 2) These are received by all one-hop neighbors but are| not
ical information to the entire network. A TC message corgai relayed;
the MPR selector set and a sequence number associated to th€) HELLO messages provide each node with knowledge afout
MPR selector set. Typically, not all nodes in the network are _ ©ne and two-hop neighbors;
selected as MPRs, but all nodes must have a non-empty MPR ™ #}S'”g the information from HELLOs each node performns

. . . . e selection of their MPR set;
set in order to communicate. Thus, the choice of sending the 5) The selected MPRs are declared in subsequent HELLO
MPR selector set instead of the MPR set results in a reduction messages;
on the number of TC messages sent to the network. These|TC6) Using this information, each node can construct its MPR

messages prOV|de each node Wlth a global V|eW of the netw rk selector table with the nodes that selected it as a mu|tlp int

1) Each node periodically broadcasts its HELLO message

: . relay;
topology, to be later used in computing routes. 7) A TC message is sent periodically by each node and flogded
Each OLSR control message can be uniquely identified in the network, declaring its MPR selector set;

8) Using the information of the various TC messages receiyed,

through a tuple consisting of itsriginator identifier and its natic _ ¢
each node maintains a topology table which consistg of

message sequence numbér node may receive the sam . : e : S
| times: therefore. to avoid duplicatertians entries vx_nth an identifier of a possnble _destlnatlon (a MPR

message severa X ’ e p i selector in the TC message), an identifier of a last-hop node
sion and processing of control traffic, each node maintains  to that destination (the originator of the TC message) and a
a duplicate setwhere the unique identifier of each receive MPR selector set sequence number;
message and a boolean value indicating whether the messagé) The topology table is then used by the routing table calcu-
has already been re-transmitted are stored during a piotgco  'ation algorithm to calculate the routing table at each nqde.

. . - . . ) . Details about this procedure may be found in [1] and [2].
definedholding time This mechanism is called the duplicat
transmissions avoidance mechanism.

Through the exchange of OLSR control messages, each
node stores the following information about the networke Th I1l. PREVIOUSWORK
available links to neighbor nodes are kept in timk set and ) _
the neighbor nodes themselves are kept in four sets acgordih S€curity Solutions for OLSR
to their nature: the one-hop neighbors in theighbor sgt  Recently a number of contributions have provided partial
the two-hop neighbors and the nodes which provide accessstgutions to OLSR security [3], [4], [5], [6]. In the followd,
them in theneighbor 2-hop sethe chosen MPRs in thdPR  we provide an overview of their main features, outlining the
setand the nodes which selected the current node as MPRuplderlying assumptions and identifying a number of open
theirs in theMPR selector setNodes also keep informationissues.
about the network topology gathered from TC messages; itAdjih et al present techniques [3] to counter a set of attacks
is stored in thetopology setin the form of tuples consisting on OLSR based on a mechanism for key distribution. Their
mainly of a destination node identifier and an identifier of groposal establishes a line of defense in which (i) nodes

last-hop to that destination. are either trusted or untrusted and (i) trusted nodes ate no
In summary, the OLSR protocol can be specified as showampromised. Each routing control message is signed and
in Table 1. time-stamped: the signature identifies messages fromettust

des, and time-stamps prevent the replay of old messages.
The approach does not address the following issues: (agtrus
nodes may behave incorrectly because of malfunctioning,

Notice that in a proactive routing protocol, each node h
two tasks to accomplish [3]: (1) correctly generate theinmut
protocol control traffic (this way giving correct informati to ) . . . .
the other nodes on the network) and (2) correctly relay twglntentlonal!y corruptlng the routing protocol; (b).n.sdm
routing protocol control traffic on behalf of other nodesigth MANETSs typically get in and out very often, thus it is hgrd_
way allowing for the control traffic to reach every node ir© separ_ate .nodes mto' trusted an(_d .u'ntr'usted; (c) the ggnin
the network). In its original specification, the OLSR praibc mechanism is not.detaned (a poss@llty is [6]).
has the underlying assumption that all nodes comply in theRaffo et al consider the compromise of trusted nodes [6].

exchange of crucial topology information through control € authors assume that a public key infrastructure (PKI)
traffic, which makes it vulnerable to several attacks. and a time-stamp algorithm (e.g. the one in [3]) are in place.

) ) ... __An additional message (ADVSIG) is sent in conjunction with
Table Il gives a taxonomy of OLSR security Vumerab'l'hesrouting control traffic. This message contains time-stamg a
and provides examples of attack actions based on the netWQircﬁature information. Each node has a so caltiproof
lllustrated in Fig. 1. table where information received in ADVSIGs is kept. This
information is then reused as a proof of correctness of the
link state information in subsequent messages. The proeedu
"Notice that we do not consider, for example, tamming attackin ensyres that a lone attacker node is not able to send wrdng lin
which an attacker saturates the medium by sending a large amuun state information to the network. Its drawbacks are asviglo
messages, because those attacks result from the inhereattehstics of the :

communication medium and is independent of the employed roptiipcol. (@) it does not protect against denial of service or wormhole



Fig. 1. Exemplary network topology for the OLSR protocol.

Nodes in gray are MPRs of node A; light edges represent theemtions between nodes; dark edges identify the used liskselen A and all of its
two-hop neighbors through the selected multipoint relay €t » 3 denotes the misbehaving nodds, is the destination node an@ defines a group of
nodes.

TABLE Il
TAXONOMY OF OLSRSECURITY VULNERABILITIES

ATTACK METHOD EXAMPLE TARGET RESULT
) MPR nodes of M will present
Identity False HELLO M3 generates HELLOs pretending All nodes themselves as last-hop for node,
spoofing to be A A, resulting in false route
advertisements to node A
M; generates HELLOS A chooses M as its main
False HELLO | advertising bi-directional links to | Neighbor nodes .MPRd which allows M, to
most of A's two-hop neighbors intercept and modify most of
Link As traffic
spoofin i
P 9 M, generates TCs advertising D v?/:ﬁtﬁgcgegi?gsetg g/leaggeDhop
False TC aG% his MPR selector, directly to Group of nodes thus M, will become the main
bridge between G and D
Drop packets/ lr/_\eflt:r 2E23:2'?3r i%’fgriﬁnm Specific node Loss of connectivity /
Traffic Blackhole y o L Group of nodes| Degradation of communications
drops packets received from then
relay/
generation Refuse to )
refusal generate M. is selected as MPR for A and o Node A unreachable,
does not advertise that Specific node - s
control information to the network degradation of communications
traffic
M, sends to other nodes “old” Outdated, conflicting and/or
) - 7 . wrong information enters the
Replay attacks| Traffic replay Erg\lj?gsly transmitted TC or All kinds network which may cause
messages defective routing
M» and Ms collude and exchange The extraneous inexistent link M
Protocol packets encapsulated, without the - - M3 becomes a preferential
Wormhole disobedience | modifications presumed by the All kinds choice for traffic and is fully
routing protocol controlled by My and Mg

Examples presented are based on Figd; ¢ 3 - misbehaving nodes, A - attacked node, D - destination nodegi@up of nodes)* Because the smaller
the MPR set is, the more efficient the OLSR results &réyf; is one hop away fronG nodes;® It may use e.g. the described link spoofing technigdes;
The messages can also be correctly authenticated.

attacks and (b) it imposes a large overhead to the network inAdjih et alcontinue their work focusing on key management
terms of additional traffic and computation of signatures. techniques [4] providing a brief overview of methods to
Based on the previous scheme, Adjital proposed a mech- prevent wormhole and message replay attacks. The technique
anism [5] to counter relay attacks based on the geographitalprevent wormhole attacks is based on a variant of the
position of nodes and a scheme that deals with compromigeainting technique in [5] in which nodes advertise a set of
nodes based ometwork flow conservatignvhere misbehavior hashes of the packets received over each of thé:lagervals.
in traffic relaying is detected based upon the number &his way it is possible to check if packet losses cross aicerta
packets sent and received by each node. The drawbackghs¢shold, in which case a node is assumed to be compromised.
this proposal are the following: (a) the weak assumption th&eplay attacks are prevented as usual with time-stamps.
forwarding the correct number of packets by a node proves thaDhillon et al propose a fully distributed certificate authority
the packets were sent properly; and (b) a centralized ggcufDCA) based on threshold cryptography [7]. A node requests
authority that manages misbehavior detection and remedyaisertificate from any coalition of nodes (shareholders) of
difficult, if not impossible, to implement in a MANET. the network. Each of the shareholders determines if it wants



to serve the request based on whether the requesting node SBONFIDANT stands for Cooperation Of Nodes, Fairness
assumed to be behaving correctly. Upon receivingpartial in Dynamic Ad-hoc NeTworks [12]. It is an extension to
certificates” they are combined to generate a valid cendicaDSR composed of four distinct mechanisms. The monitor
as if it was signed by a regular CA. A monitoring system usadechanism detects deviations by listening to the transomiss
to determine behavior of network nodes is not incorporated of the next node in the path to detect relay refusal attacks. T
the proposal. trust manager is responsible for sending and receivingralar
messages, and for managing the trust given to received glarm
according to the trust levels of the source nodes. The répata
system manages the ratings for the nodes in the network;
Beyond the cryptographic schemes discussed in the prewiey are modified accordingly to a rate function which assign
ous paragraphs, current proposals for secure routingdaclulifferent weights to different types of misbehavior. Therpa
cooperation enforcement mechanisms, which can be dividednager participates in the route selection mechanism by
in two categories: currency-based mechanisms and repudatideleting routes that contain nodes which have been classifie
based mechanisms. Currency-based mechanisms are bag#itlan intolerable rating, and takes measures to isolate mi
either on the exchange of virtual currency between nodes [#having nodes. This protocol is subject to spreading ofigrro
or on the availability of a service which trades credits bgiccusations, which was addressed by the authors through the
receipts retrieved from messages in transit in the netw®fk [use of Bayesian statistics for classification and exclusibn
In terms of reputation-based solutions, they are typicalljars.
composed by three distinct mechanisms: (1) a local monigori CORE is a COllaborative REputation mechanism [13]
mechanism to observe the behavior of network nodes amdenforce node cooperation in MANETS. It is composed
determine their trustworthiness, (2) a reputation dissation by a validation mechanism and a sophisticated reputation
mechanism to convey other nodes with the results from théechanism that considers three reputation types which
observations performed by the previous mechanism, and (33r@ combined in a global reputation value. The validation
punishment/isolation mechanism to protect the networknfromechanism monitors the execution of some operation by
misbehavior. neighbor nodes. The subjective reputation is based on
Nuglets are a virtual currency used to pay for packeperformed observations and avoids sporadic misbehavior by
forwarding services [8]. In the Packet Purse Model, the @aurgiving relevance to past observations in its calculatione T
node loads nuglets in the packet before sending it and edgbirect reputation is based on the exchange of solely igesit
forwarding node acquires some of these nuglets as paymeéiformation provided by other nodes in the network. The
In the Packet Trade Model each forwarding node buys thgnctional reputation is based on the observation of dbffier
packet from the previous node by some nuglets and sells itdperational functions (e.g. routing and packet forwarjling
the following node for more nuglets. Both approaches relg orncombined in a global reputation value. This value detersiine
tamper proof security module. The authors recognize that iteach nodes’ willingness to perform network operations on
difficult to estimate the number of nuglets to send in the packbehalf of them.
in order for it to get to the destination in the Packet Purse
Model, and the Packet Trade Model allows overloading of the In summary, the current security extensions to OLSR cover
network because the sources are not bound to pay for sendingizeable number of distinct problems. Consensus seems to
packets. In a followup paper [10] the authors overcome tigive been reached in the use of signature and key management
issue of the estimation of the amount of nuglets to send Bystems to ensure the integrity and authenticate the sender
using a counting technique where each node holds a nugletrouting control traffic. Similarly, time-stamps have fali
counter that is decreased when a node sends an own pa@itacceptance in the referred proposals dealing with the
and increased when he forwards packets on behalf of otheplay of old messages. Apart from the cryptographic sacuri
nodes. solutions required to guarantee authentication and iityedr
The watchdog and pathratefl1] are two extensions to is essential to have mechanisms to enforce user coopelstion
the Dynamic Source Routing (DSR) protocol that attempt fsroviding incentives to cooperate and/or punishing coaien
detect and mitigate the effects of routing misbehavior. Thefusal. The solutions developed so far are basically of two
watchdog is a mechanism for detecting misbehavior based kinds: currency-based solutions which depend on tampef pro
promiscuous monitoring of the next node in the path to detestmponents which may reduce their widespread applicgbilit
if he correctly forwards packets sent to it. If a node bound tand reputation-based solutions which rely on the ability to
forward a packet fails to do so after a certain period of timélentify the nodes in the network.
the watchdog increments a failure rating for that specifideno
and a node is considered as misbehaving when this failurR/ A FEEDBACK REPUTATION MECHANISM TO SECURE
rating exceeds a certain threshold. The pathrater thenthises
gathered information to determine the best possible rduyes
avoiding misbehaving nodes. This mechanism, which does noFrom the previous discussion, we conclude that mechanisms
punish these nodes (it actually relieves them from forwagdi for securing and enforcing cooperation with routing proto-
operations), provides increase in throughput of networitk wcols are of utmost relevance for the operation of MANETS.
misbehaving nodes. Based on a taxonomy of vulnerabilities and previous work

B. Cooperation Aspects

THE OPTIMIZED LINK STATE ROUTING PROTOCOL



on securing the OLSR protocol, we identified two types d. Feedback Reputation Mechanism Description

attacks for which there are commonly accepted solutions: (i the fyndamental concern behind the feedback reputation

identity spoofing attacks can _l?e tackled with signature @yd ko cpanism is that of assuring that nodes correctly generate

m.anaggment systems, and_ (i) replay attacks can be addre%ESR control traffic. To achieve this goal, the guiding prHnc

with a time-stamp mechanism. . ! ple is to reward nodes that comply with the routing protocol
In this paper we address the link spoofing attack, whelgy yenalize damaging behavior in terms of network avail-

a node announces fa_ke links to n_odes he _cannot reach. Tiﬁﬁity [12], [13]; i.e. by reducing the ability for misbetiag
attack has the potential to cause increase in path lengths ABdes to communicate through the network.

the appearance of bottleneck nodes which can then be used ®©or this purpose, we add two new elements to the regular
perform blackhole attacks or to partition the network. OLSR operation: ’

To address this issue, we propose a feedback reputation )
mechanism that enforces the generation of proper routing® Feedback Messagen feedback message IS used to
control traffic by detecting and punishing misbehaving mode ~ ¢Onvey the path traversed by a control traffic message
Although reputation mechanisms have already been proposed throu%h the nﬁtworlk. Upon.f_redceblp': of a Tr(]: Mmpessagg,
(see Section 1lI-B), in practically all cases they have been accgr mg; tod:) eI:u es specutt)a k?om each ; n}?ﬂ?
applied to reactive routing protocols and rely solely on the 'Sl'ecn joitaeir?ingaghempe;tfla?ri\ve?ged Oby ?hgn‘gll'gan?erzsc;ag:
watchdog as a monitoring mechanism. As acknowledged b '
differentgauthors, a Watcﬁdog type of monitoring migrg]]t noty which, therefore, records the path traversed by itself as it
detect misbehaving nodes in case of (1) collisions, (2)téthi tléa\t/.erse_? :)Te_get"r‘l’ork;d  the network k i
sersmison pover,9)colusin,and ) patlpeciepd * F118 TSNS 1o o e rever e 2 ng

ping. Moreover, it only allows local detection of misbelavi in th K h in th X !
and is therefore dependent on dissemination of alarms to Nodes in the network. Each entry in the rating table
has a node ID, a primary and secondary ratings. The

declare misbehaving nodes. These alarms can be used to i i I _
node ID uniquely identifies a node in the network, the

accuse legitimate nodes in a false way. N e
In contrast, our feedback reputation mechanism has the S€condary rating is a classification of the node based
following features: on the direct observation of packet retransmissions, and
' the primary rating is a more mature classification of the

. Lt prcawdesf adrl;ewkand reliable kr]rjorr]ﬂtozlrt}(;:] mectha;usm node based the correlation of its secondary rating, the
basz '?j?h ee EC dmesl_sa_gest W Lﬁ ' 3 icoks 0 fstc;]me analysis of information provided by feedback messages
anawl overhead, eliminates the drawbacks ot e 5n4 Jocal routing information kept by the nodes. In order

Y;@Ch%?g ::or:jcetpt;t d ish th i ¢ fal to motivate nodes to behave well, these ratings are used
* 'St. able ct) Iet e?f. arll. kpunls p € tgtzjenkera lon ot 1alS€ 5 determine nodes’ willingness to relay traffic on behalf
routing control traffic (link spoofing attack); of others, i.e. nodes relay most of the traffic for nodes

- It _mclude_s a mechan_lsm for widespread (_Jletect_lon _Of with high ratings and refuse to do so for nodes with low
misbehaving nodes without the need for dissemination ratings

of alarms that can be used for blacklist attacks, in which ) )
legitimate nodes are accused of misbehavior: A security extension to the OLSR protocol that employs
’ the proposed feedback reputation mechanism can be defined

« It prevents blacklisting attacks as result of generation i
fake feedback messages through the employment of ﬁ.,'.‘éshown in Table Ill. Note that steps 4-6, 9, and 11 belong

same type of mechanisms used to assure the integrityf‘%fthe regular OLSR operation vyhile the remaining ones are
the paths of on-demand routing protocols. introduced as parts of our security scheme.
The primary and secondary ratings vary from 0 to 100,

100 being the best possible value a node can attain. The
A. Attacker Model initial primary rating p and secondary rating: at step 3

We consider an active attacker. This attacker is a regulaasically state the level of trust for each node. If we comsid
network node, and thus has access to the same routingietwork with complying nodes, we can set them to high
information as all nodes in the network. It is able to injectalues, otherwise, by setting them to lower values we are
routing information into the network that reaches neighbdercing the nodes to recover from a misbehavior state at the
nodes (through broadcast mechanisms) as well as every ofiegmation of the network. The feedback message kedé step
node (through the supplied flooding mechanism). The inteispecifies the number of feedback messages that are geherate
of the attacker is to disrupt or adjust the routing protodol @ response to the reception of TC messages by nodes in the
will. network.

We assume that nodes are authenticated during communiAs the TC messages traverse the network, they must keep
cations (e.g. through a distribution of keys prior to comimunthe path they traverse in a way similar to that of on-demand
cation, as suggested in [4]), thus being unable to impetsoneouting protocols. This is performed by having each node add
other nodes or to use several pseudonyms for communicatid@ssidentity to the path being accumulated in the TC before
(Sybil attack). Moreover, replay attacks are preventedugh forwarding the message as usual.
the use of time-stamp mechanisms, such as those in [3] andwo mechanisms to build the reputation of nodes are used.
[5]. The already mentioned watchdog mechanism which produces



TABLE Il
FEEDBACK REPUTATION MECHANISM OPERATION

traffic, which in the case of OLSR correspond to TC messages.
When a feedback message is received it is processed as shown

1

2)

3)

4)

5)
6)

7

8)

9)

10)

11)

At the formation of the network, a signature and key m
agement mechanism is employed, guarantying the pr
authentication of each node;

During the broadcast of HELLO messages to ensure kn
edge of one and two-hop neighbors, only properly

thenticated nodes (through the signature mechanism)

considered;

For each authenticated node found, a new entry in the r3g

table is added with value: for the secondary rating and
for the primary rating;

Using the information from HELLOs, each node perfor
the selection of their MPR set, which is announced
subsequent HELLO messages;

Using this information, each node constructs its MPR
lector set with the nodes that selected it as a MPR;

A TC is periodically flooded in the network by each nog

declaring its MPR selector set;

A mechanism based on the already described watch

concept is employed to detect misbehavior through di
observation of TC retransmissions;

Upon receipt of a TC message, a feedback message co
ing the path traversed by the TC message may be sent
to the origin depending on the rateof feedback messag
transmission;

Using the information of the TCs received, each nad

maintains a topology table which consists of entries

an identifier of a destination (a MPR selector in the
message), an identifier of a last-hop node to that destin
(the originator of the TC) and a MPR selector set sequ
number;

When a feedback message is received, it is processed

according to the Algorithm 1 for processing of feedb
messages;

The topology table is then used by the routing table calcu-

lation algorithm to compute the routing table at each n
Details about this procedure may be found in [2].

in Algorithm 1. The algorithm states that if a certain node is
ANdeclared to have generated false routing information (3)ep
PShen its primary rating is decreased by a punishment vRlde
swilstep 4). Otherwise, if the node was detected to have gekrat
aufroper routing information its reputation rises (steps)6-9
aPetails about the mechanisms for detection of misbehavior
step 3), punishment of misbehaving nodes (step 4) and their
covery (steps 6-9) are subsequently presented.

1) Detection of false HELLO generationThe detection
msof false HELLO generation relies on the correlation of two
Nsources of information: the paths obtained from feedback
messages, and the local information obtained from HELLOs
and kept in theneighbor 2-hop setSince HELLO messages
e,are only exchanged between direct neighbors and only the

MPRs of a node relays its traffic, for this mechanism the nodes
dognder scrutiny in Algorithm 1 are the MPRs of the current
hode.

tin

se

changes in the secondary rating, and the feedback mechanis®

which produces changes in the primary rating.

C. Watchdog

The watchdog mechanism is based on having each n
promiscuously hearing to its MPRs transmissions in the fcﬁ-
lowing way. When a node sends a TC message to the networ

tain-Let us consider the scenario of Figure 2 in which node
a€k generated a TC message and is now receiving a feedback
message from one node in the network. Metbe a MPR of

C which lies in the path of the feedback message Wewvas
%%he forwarder of the TC fron€ which originated the current
cfeedback message). The procedure to detect false HELLO
tiogeneration is the following.

nee 1) C receives a feedback message which holds the path of
a TC message sent by him to the network;

C checks, for every nod& two or more hops away from
M, if there is an entry in the neighbor 2-hop set stating
that M has direct connectivity td;

If so, thenM is a misbehaving node because he an-
nounced direct connectivity td through HELLO mes-
sages and is not directly reachable b,

OtherwiseM is considered a well-behaving node;
Taking in consideration iM is a misbehaving node or
not, the reputation oM changes properly as shown in
Algorithm 1.

There is one important issue with this approach. The local
Oiafénrmation kept by OLSR nodes is based on a periodic
xchange of control traffic. With nodes moving, there are

=
=3

ck 2)
de. 3)

4)

rql(nsient states where the actual network state and theifeca

it keeps listening to its MPRs transmissions. If a node dstec
that a MPR does not relay its packet, it decreases the MRRyorithm 1 Feedback message processing

secondary rating byr. Otherwise its secondary rating is . SR, < secondary rating of the node under scrutigy,

increased byy. To encourage cooperation in forwarding, the ,. PR, < primary rating of the node under scrutir,
punishment should be greater that the reward.

As we have mentioned before, this mechanism is error- generation has identifie§ as misbehaving nodten

prone and, therefore, we confine it to produce changes in thg

3: if mechanism for detection of false HELLO or false TC

PRs « PV

secondary rating which, as will be shown later, is only uged t 5. g|se

determine how fast a node recovers from a misbehavior statg.

D. Feedback Mechanism

The most relevant contribution of our work is the feedbackgi
mechanism. It is a reliable monitoring mechanism based dﬂ_
feedback messages generated in response to routing contro

if SRy < PRg then
7: SRs +—SRg + SRV
8. else
PRg —PR, + PRV
end if
Iend if




@%@L@) TC @L@ andT is not directly reachable bi;

4) OtherwiseM is considered a well-behaving node;
5) Taking into consideration wheth@& is a misbehaving
node or not, the reputation & is changed accordingly
as shown in Algorithm 1.
Fig. 2. Feedback message illustration The detection of false TC generation is also affected by
the MPR transient state problem mentioned previously. One
possible solution is to use the same technique of decretiging

@*@ @ YD: ) intervals of control traffic generation at the cost of someaeno
©—®

Feedback message (C,M,A,...,T,D)

overhead. However, we have opted for a different approach,

which avoids the increase in traffic overhead. Our approach

to tackle this issue was already described in step 2 of the

procedure to detect fake TC generation above and goes as
Fig. 3. MPR transient state follows. Instead of analyzing the connectivity of nodes ethi

are two or more hops away from the eventual misbehaving

node, we analyze it for nodes three or more hops away. This
formation are not coherent. Regard, for example, the st®nagption successfully limits the number of false positives by
of Fig. 3. Consider that on the left side, node B is a MPR gduycing the number of occurrences of the MPR transiere, stat
A, and C and D are MPRs of B. D is now moving and getgyt it allows a misbehaving node to fake connections to nodes
out of the transmission range of B and into the transmissigh two hops away. Nevertheless, we find this a reasonable
range of C, becoming a MPR for C (right side of Fig. 3). Irompromise because of the very low number of false positives
the meantime, the periodic exchange of control traffic ditl ngptained and because, by faking connections to nodes at two
occur and, therefore, A is still not aware of this topolott]icanops away, a misbehaving node is only able to increase the

change. A sends a TC to the network which follows the pagxth length by one, by faking connections to nodes at two
A-B-C-D and D generates a feedback message containing thisps away.

path. Since the local information of A states that B can reach3) punishment of misbehaving nodeafter detecting if

D (because the local information of A was not updated ye®, node is misbehaving, proper measures must be taken. As
this results in a false positive of misbehavior detectiorereh seen in step 4 of Algorithm 1, when a node is misbehaving
B is the misbehaving node. its primary rating is set to a Punishment Value (PV). The
For the scenarios considered in our simulations, one can $fnary rating ranges from 0 to 100, 100 being the best value
that these false positives are sparse and much less frefjaent for a node. In order to motivate nodes to behave well, the
the correct detections of misbehavior. One possible swlutiprimary rating is used by the network nodes to determine thei
to reduce them further, at the cost of more routing contrglilingness to forward other nodes traffic. This is done by
traffic Overhead, would be to decrease the intervals of Obntﬁ'e|aying other nodes traffic according to their primaryrrgti

traffic generation. This results in a more frequent genematiFor instance, a node A that finds B to have a primary rating
of control traffic which would ease a more up-to-date view Qff 40 will only relay 40% of the packets from B.
the actual network state and, subsequently, enable a freduct 4) Recovery of misbehaving nodeshe recovery mecha-
on the amount of false positives. nism allows a node that stops misbehaving to recover from the
2) Detection of false TC generatioiThe detection of false misbehavior state. This is where the secondary rating whic
TC generation is based on two sources of information: th@ries according to the watchdog mechanism) is used. This
paths obtained from feedback messages messages and the jagghanism entails slow recoveryof nodes which are found
information from TC messages kept in ttepology setSince to refuse relaying control traffic on behalf of other nodelse T
TCs are flooded through all the nodes in the network, iverall procedure, described in steps 6-9 of Algorithm go
this mechanism the nodes under scrutiny are all the nodgs follows. If the secondary rating of the recovering node
in the path of the feedback message. This allows us to detgcqower than its primary rating’ 0n|y the Secondary rating
nodes which have generated false TC messages throughijghéhcreased by SRV (Secondary Recovery Value), until it
following mechanism. Suppose that nades a network node reaches the value of the primary rating. This buffer of time
which is receiving a feedback message from the network. Thelays the recovery of nodes which have been refusing tg rela
procedure to detect false TC generation can be describedcaftrol traffic because only once the secondary rating esach
follows. a value larger than the primary rating the misbehaving node

1) Creceives a feedback message which holds the patheffiectively starts recovering by having an increase of PRV
a TC message sent to the network by some node; (Primary Recovery Value) to the primary rating.

2) For every nodeM in the feedback message path and We call this mechanisrmdirect interaction recovergince it
every nodeT three or more hops away froM also in is only active when nodes interact directly, i.e. only when a
the path,C checks if there is an entry in th®pology node is near another he is able to recover from a misbehavior
setstating thatM has direct connectivity t@; state. The reason for this is that, from our simulation rssué

3) If so, thenM is a misbehaving node because he anvere able to see that the amount of feedback messages leading
nounced direct connectivity td through TC messagesto a detection of good behavior is much larger that the amount



of feedback messages leading to detection of misbehavi@rsion of the UM-OLSR [15] implementation version 0.8.8
and, therefore, we needed to restrict the recovery, otlserwdf OLSR (the used code is available in [16]). All the default
misbehaving nodes would recover too fast and would not balues for the OLSR protocol from RFC3626 were used. The
properly punished. simulations were performed for 30 nodes with a transmission
While this approach based on direct interaction may not bange of 250 meters, in an area of size 1500x300 meters during
well suited for every kind of network (e.g. if two nodes d®00 seconds. The Random Waypoint Mobility model was used
not move and accuse each other, they will never be ableand mobility patterns were generated using the tool fronj [17
recover if they are not within range of one another) we do nathich provides a steady-state node mobility throughout a
deem this to be a problem. In fact, one can add other typesimulation. To average the results and diminish the chofce o
mechanisms that are not based on the proximity of the nodasfavorable or unfavorable pick of scenarios, 5 independent
e.g. a timeout mechanism could allow nodes to recover afteplications were run, each with a set of 10 distinct mapilit
a reasonable fixed amount of time. scenarios, which results in a total of 50 simulation runs for
each set of parameters under evaluation. To exercise a ketwo
with walking mobile nodes, we considered the node speeds of

o o _ 1.4m/s and 2.4m/s. Moreover, pause means of 1 and 5 seconds
The feedback mechanism is a monitoring mechanism thagre also tested.

relies on the paths stored in TC messages (in a way similar

to that of on-demand routing protocols such as Dynamic

Source Routing). When the TC reaches a certain nodeAa Attacker

feedback message is sent back according to the rate definegihe attacker, as implemented, performs two types of attacks

to convey the accumulated path to the source node of t§eneration of false HELLOs and generation of false TCs.

TC. This information is then used to determine misbehaving For the generation of false HELLO, the attacker node adds

nodes as explained previously. If not properly protectéd, tthe false information that he is able to reach all of his two-

path information may be used to perform blacklisting attacknhop neighbors with the intent of forcing the selection as MPR

where Iegltlmate nodes are accused of misbehavior. Toasspﬁis attack may be harmful in two ways: (a) it can cause

the VaIIdIty and Integrlty of this information we can takesth the selection of a wrong MPR set and (b) messages sent

following measures: by the attacked node may not reach some of his two-hop

« Authentication checkswhere every node in the pathneighbors. From our simulations this attack has shown not to
checks the signature information introduced by the prbee very effective in forcing the selection as a MPR, therfor
vious node to determine whether it has included itself ito exercise a successful attacker we have set an OLSR flag on
the path being stored in the TC; the attacker node which forces its selection as a MPR node.
« Route tampering protectiomo protect the integrity of  For the generation of false TC, the attacker node randomly

routes stored in messages flooded to the network. Tleisooses a node which is at three or more hops away from
type of mechanisms have been widely investigated withiim and announces direct connectivity to it. This attack
the scope of on-demand routing protocols, and schemesnay be harmful because it introduces conflicting routes and
protect against the tampering of those routes such as [Itpmotes loss of connectivity and increase in path lengths i
already exist. the network.

Additionally, if the path diversity in the network is low, it Both types of attackers and the corresponding detection
may happen that a feedback message is sent back through&ghanisms were tested separately. In our simulations the
path that includes the misbehaving node itself. This wouRftacker starts generating false control traffic after Sbséds
allow the misbehaving node to drop the packet and th@t the beginning of the simulation and restarts behaving
information to be lost, thus reducing the resulting punishim correctly at 300 seconds.

One way to overcome this issue is the following.

1) Modify a redundancy parameter of OLSRB. Feedback Reputation Mechanism Parameters
(TC_.REDUNDANCY) such that nodes advertise

more neighbors than only the MPR selector set in TC

messages (without considerable increased overhdy perly punish the generation of false routing controiita
because the TCs would still benefit from MPRD ependently of whether a node refuses to relay traffic, the
forwarding); parameters related to traffic relay refusal were set to tfeutte

2) With knowledge of an increase set of links in the ne%galues OdeRV :t ! (§econdary I‘;SI’P ;ecoverydvalue»,t;
work, each node can select alternative routes to send ésecon ary rating increase) and= 2 (secondary rating

feedback messages (e.g. by performing source routi aqcrease). This resulted, as expected, in very high sepgonda
for these specific messages) ratings because no traffic relay refuser was used.

As for the remaining parameters, the initial values of the
primary p and secondaryr node ratings where both set to
the top value of 100, in other words we consider the nodes

The simulations presented in this paper where performagdthe network to be honest. Since it is hard to choose an
using the network simulator ns2 version 2.29.2 with a modifieadequate value for the feedback messageXxatee performed

E. Discussion

Since the goal of the feedback reputation mechanism is to

V. SIMULATION RESULTS ANDDISCUSSION
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several sets of simulations and analyzed the results farakev
feedback message rates. The results are shown in Section \ 1
The punishment valu#V and the primary recovery value oor
PRV must be set in correlation in order to allow a correct pur 2 g0l
ishment of misbehaving nodes but also a reasonable recov ¢ |
for nodes that start behaving correctly after misbehawon 2
simulations show that the number of false positives are mc oo - CPMate 15/100
frequent in the detection of false HELLO than in the detectic ol cate 5/100
of false TC, therefore we used a more severe punishmi w0 ——CMate 101X

value PV = 0 for false TC detection and a less sever R
PV = primary_rating/2 for the detection of false HELLO

messages. Regarding the primary recovery value, a valueFigf 6. Average rating of nodes (false TC, 1.4 m/s, 4 falses)nk
PRV =1 has delivered very satisfactory results in terms of

punishment vs. recovery of the nodes. For bBih and PRV, q d th
setting them to higher values will allow better recovery bJ{aedback message rate gsed. F(_)r both node speeds tested, the
worse punishment, and vice-versa average rating of the misbehaving node drops faster and to

a lower bottom value for higher feedback message rates, and
the recovery mechanism is once again much faster for higher
C. Results feedback message rates. The results for the speed of 2.4 m/s

In this section, we discuss a set of simulation resultse omitted because they are very similar to these ones.
underlining the effectiveness of our security scheme aed th It may seem that these ratings could be more severe,
cost in terms of traffic overhead. Two type of plots are showalthough it is important to notice that the average ratings
plots with the average ratings of the nodes and plots wigltesented consider the nodes from the whole network therefo
the overhead induced by the feedback message and OLSRntually including nodes with which the misbehaving node
operation. does not interact (e.g. because they do not become MPRs and,

The plots with the average ratings of the nodes show thigerefore, do not relay traffic, which results in keepinghhig
ratings for all the nodes in the network. The lines on togatings for misbehaving nodes). Additionally, for the diEn
correspond to the average ratings of all the well-behavel@so of false TC, the tests performed consider an attacker that
and the lines in the middle correspond to the average ratiagnounces a single fake link. As the number of fake links
of the misbehaving node, for all the feedback message ratesreases, the average primary ratings drop even furtlesr. S
considered. The average ratify of a certain nodeA tells for example Fig. 6 where with 4 fake links the primary ratings
us that, if the traffic in the network is evenly distributebet drop to lower values than in the previous plots, reaching a
punishment mechanism will allow, in averag®,% of the minimum around 55 points for a feedback message rate of
traffic originated inA to be delivered to the next destination.100%.

The overhead plots basically allow a comparison of the over-In all the plots shown so far, one second was used for
head of the feedback mechanism introduced by our secutile mean pause value. From the results on Fig. 7, where
scheme and the overhead of the regular OLSR operation. a mean pause of 5 seconds was used, we can see that (1)

From the plots in Figs. 4 we can see that the behavior thfe misbehaving node is more severely punished, and (2) the
the mechanism for detection of false HELLO does not sigvell-behaved nodes have slightly worse average ratingis. Th
nificantly change with the variations in the feedback messaig in line with the fact that with larger pause times, nodes
rates. What does change is the recovery mechanism whictwi naturally interact less with each other and, therefdhe
faster for higher values of feedback message rate. recovery mechanism (which is based on direct interactiath) w

As of the detection of false TC, from Fig. 5, we can seke less effective. This fact resulted in a sharp change in the
that this mechanism is already more subject to changes in twlution of the average primary rating when (at 300s) the
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attacker node stops misbehaving. This behavior was leas cld’]
in the previous plots with one second mean pause, because

a large amount of interactions between nodes increases
impact of the recovery mechanism on the ratings.
In terms of the overhead results presented in Fig. 8,

reputation information throughout the network, and make it
impossible for nodes to accuse or praise other nodes faisely
this would require them either to generate false feedbadk me
sages (which can be protected by cryptographic mechanisms)
or to repeat old feedback messages (which are protected by a
time-stamp mechanism). As part of our ongoing work we are
studying how to better tackle the false positives obtained i
the detections of misbehavior (so that all well behavingesod
are guaranteed to maintain maximum ratings at all timesy, ho
to develop more effective recovery mechanisms, and how to
counter the traffic relay refusal attack.
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