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Agenda

1. FIWARE Platform

* Contexts

* Components
2. Interactions & APIs
3. FIWARE Architecture

* Generic Architecture
* Supported Models (Sigle-Tenant, Multi-Tenant, Federated)
* Deployments (Local, Cloud, Hybrid)

4. FIWARE Applications
* Design

e Data Flow

5. Smart-City Applications (Demonstration)
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THE FIWARE PLATFORM




SP5
FIWARE

» Open-source initiative aimed at defining a set of standards for @
context data management O FI LU H R E
» For producing, gathering, publishing and consuming context data and OPEITARIs FoROPERTInDS
information at scale
Context
Processing, Analysis, 5
» Defines a set of open standards, referred to as Generic Enablers, N €3
. . » g ©
APIs and reference implementations 8 S %5
- o S
» Connecting to Internet of Things Devices (e.g., sensors and actuators) 5 Core Context Management 52
§, (Context Broker) = s
» Interacting with devices (e.g., acquiring and distributing data) 2 e =
[ I
» Processing and analysing data, Big Data, and/or real-time media - =3
[+
SR .. . . Interface to
» Publishing data and resulting information (i.e., processed data) loT, Robotics and third party
» Monetizing from data and information Sy enE
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SP5
FIWARE - Context Data

» Abstraction that binds data with its associated context

» The context in which this data is acquired or associated to

» Allows to model and access to data independently from the
source or application that will “eventually” consume it

» Without forcing a rigid data model (e.g., a database schema)

» Context Data can be characterized with additional meta-data

> Represented by attributes that characterize the context of the data __—
collecting entities (i.e., sensors)

temperature pressure temperature pressure

» Applications can access data by different querying schemas
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SP5
FIWARE - Context Data - Example

Rooml

"id": "Room2",
Iltype": "Roomll,

"id": "Room4",
Iltypell: "Roomll,
"pressure":

"id": "Room1",
"type": "Room",
"temperature": "temperature":

{ {

(£ "value": 23.7, E "value": 21.2,
"type": "Float" "type": "Float"
- }

"value": 718,
"type": "Number"

}

temperature  pressure " ! " temperature  pressure " ’ ", pressure
pressure": pressure": }
"value": 720, "value": 711,
"type": "Number" "type": "Number"

} }
} }
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SP5
FIWARE - Generic Enablers

» Set of standards and components that provide functionalities for @
E FILARE

devices, systems and applications to interact with FIWARE

» Allow the ecosystem to provide some functionality OPEITRR FORORER IITDS

Context

» Generic Enablers (GEs) include components for Processing, Analysis,
Visualization

» Virtualizing physical devices/systems

» Produce and/or consume data/information
Core Context Management

» Publish and routing data/information to interested parties

(Context Broker)

» Provide security functionalities

Data/API Management
Publication Monetization

Deployment tools

Interface to
loT, Robotics and third party

» Follows a layered or stack approach, where each layer/component e

provides a REST API for the other components

@PORTO () BOSCH
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SP5
FIWARE — 10T Agent Generic Enablers

» loT environments are synonymous with heterogeneity due to the @
lack of globally accepted standards O FI U.J H RE
» Heterogeneity in terms of devices, protocols, communication OPEIARIS FOROPERTINDS

technologies, etc.

» IoT Agent GEs provide an interface with Internet of Things
devices, Robots and Third-party systems

» Translating device-specific protocols into the FIWARE standard data
exchange model, i.e., context information

» Abstracting from intrinsic heterogeneity, offering virtualized views of

the respective device/system, accessible through a REST API Interface to
. . . . . . loT, Robotics and third party
» Allows gathering context information and/or trigger actuations in systems

response to context updates

PORTO ) BOSCH
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SP5
FIWARE — 10T Agent Generic Enablers

E FILARE

OPEN APIs FOR OPEN MINDS

» FIWARE offers 0T Agent GEs implementations supporting
» JSON (Javascript Object Notation)

» Ultralight 2.0 protocol with AMQP, HTTP and MQTT transports
» Low Range Wide-area Network (LoRaWaN)
» Light-Weight Machine2Machine protocol (COAP)

» Offer a framework library for developing Custom loT Agent

Interface to

loT, Robotics and third party
systems

9 @PORTO () BOSCH
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SP5
FIWARE — Context Management Generic Enabler

» Context Broker GE is the core and mandatory component of any S
“Powered by FIWARE” platform or application Lg_'? FI

» It provides management of context information in a distributed and
large-scale manner

» Context Broker GE provides support for registering, querying,
updating or subscribing to changes on context information
» Offers a Publish/Subscribe interaction model for exchanging context e e
information between interested parties
» Accessible through a REST API (referred to as FIWARE NGSI v2 API)

(Context Broker)

» FIWARE also provides GEs for persistently storing context
information and connecting to Big-Data processing infrastructures

L/PORTO &) BOSCH
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SP5
FIWARE — Context Management Generic Enabler

» Comet, Cygnus, Draco and QuantumlLeap GEs offer short- and S
long-term history storage support for context information Lg,'? FI

» Comet offers STH storage support (typically months), supported by
MongoDB database management system (DBMS)

» Cygnus offers LTH storage support to DBMS, including PostgreSQL,
MySQL, MongoDB and AWS DynamoDB

» Draco offers storage designed for flow-based programming, based on
Apache NiFi

Core Context Management

» QuantumLeap offers supports for connecting to time-series based (Context Broker)
DBMS, including CrateDB and Timescale

» Cygnus and Cosmos GEs offer sinks for Big-Data platforms
» Including Hadoop, Storm, Spark and Flink
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SP5
FIWARE — Context Processing and Analysis Generic Enabler

E FILARE

OPEN APIs FOR OPEN MINDS

» FIWARE offers GEs for processing, analysing and visualizing

context information
Context

Processing, Analysis,
Visualization

» Wirecloud GE offers a web mashup platform to develop
operational dashboards

» FogFlow GE is a distributed execution framework to support
dynamic processing flows over cloud and edges

» Perseo GE introduces Complex Event Processing (CEP) defined
using a rules-based system

) L. PORTO ) BOSCH
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SP5
FIWARE — loT Agent

» lIoT Agent provides a common framework for
connecting loT devices

—I— OMA NGSI APl (northbound interface)
» Offers standardized mapping for devices and data,

provisioning etc FIWARE Context Broker
, .

. . create/monitor loT Agent
» loT Agents abstract device specific protocols and —,~ == —\%— —/, — — | mManager
. . . / /
virtualize devices > >
loT loT - loT FIWARE Backend loT
Agent-1 Agent-2 Agent-n Device Management
> API | | .
(southbound interfaces)
» Device Provisioning ETSIM2M MOTT  ---- IETF CoAP
» Service Provisioning
PORTO ((F{) BOSCH
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SP5
FIWARE — loT Agent — Provisioning

» Device Provisioning provides support for mapping a

single device with the Context Broker _I_ OMA NGSI APl (northbound interface)

» Registering all the information about the device

. . ) ) o FIWARE Context Broker
» Required attributes: service name, service path, device id,

name and type

. . . . . te/ it
» Service Group Provisioning provides support for S WA Wil Monoger
mapping multiple devices to specific groups N ~
» Service Group associates a group of identical devices loT loT loT FIWARE Backend loT
) Agent-1 Agent-2 Agent-n Device Management
(device type, southbound protocol, commands, etc.)
» Service Groups are mapped to specific type of entity in —I_ _I_ (southbound interfaces)
the context broker and can automate device provisioning ETSIM2mM moTT  ---- IETF CoRP
» Single device configuration values can be extracted from
the assigned group
» Required attributes: service group, service path, API key,
type and southbound path VI!IP()R'I‘() ) BOSCH
CoMPEsZ0 2020 ==




SP5
FIWARE — Context Broker

Context Broker GE

subscriptions

Context

» Provides management functionalities for context fe B e @ o

. . dat #
information - {4

. . subscription ports
» Context registrations ' et £
» Context queries Producers port

o-00®

» Context updates

» Context subscriptions

16
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SP5
FIWARE — Context Broker

» Context registrations creates the entities for each
context, allowing subsequent operations

» Requires: context Id, context type, set of attributes and
attribute types

Context
Producers

» Context queries allows listing registered contexts or
reading the state of a specific context

» Requires: context Id

» Context updates alters the state of a specific context

» Requires: context Id, set of attributes and respective
values
» Context subscriptions offers asynchronous
notifications whenever a context is updated
» Requires: context Id, set of “monitoring” attributes,

notification endpoint, set of attributes
17

Context Broker GE

update

update : subscription ports

L § ) N

Context
Consumers

— @
.
—.\h
notify ’
-F—____——-—P —
notify -
- @
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SP5
FIWARE — Context Broker — APl — Data Model

» Context Information - data model

Entity — Attributes Metadata Context Broker GE
= u »” * name * name Context
: :’pe has iy i subscriptions ‘ - Consumers
1 n| ¢ value * value Context R ‘
Producers @ - ) N —
update . \ --\+-’
Normalized representation Example = —~ B ‘
update Al subscription ports ,}"- _.’,. _'___--—"+-' —

{ { > ' ; .
Illdll: l‘entlty!D“, "|d": IlRoomlll’ Produ(usporf nOtify -
"type": "entityType", "type": "Room", — | ’
"attr_1": <val_1>, "temperature": {

"value": 23,
"attr_N": <val_N> "type": "Float" },
} "pressure": {
"value": 720,
"type": "Integer" }
}
18 [PORTO &) BOSCH

C’SMPETE SORTHaAR re—
2020 ‘-J 2020 P




SP5
FIWARE — Context Broker — REST API

» Entities
» Create entity POST http://broker_hostname:port/v2/entities
» List entities GET http://broker_hostname:port/v2/entities
» Query entity GET http://broker_hostname:port/v2/entities/id
» Update entity PATCH  http://broker_hostname:port/v2/entities/id
> Modify entity pOST http://broker_hostname:port/v2/entities/id
» Delete entity DELETE  http://broker_hostname:port/v2/entities/id
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SP5
FIWARE — Context Broker — REST API

» Entities

» Create entity POST http://broker_hostname:port/v2/entities
HEADERS: Content-Type:application/json
BODY: {

"id": "Room1",
"type": "Room",
"temperature": {
"value": 23.2,
"type": "Float" },
"pressure": {
"value": 720,
"type": "Number" }

RESPONSE CODE: 201 /204
HEADERS: Location : /v2/entities/Room1?type=Room

PORTO ) BOSCH
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SP5
FIWARE — Context Broker — REST API

» Entities
» List entities GET http://broker_hostname:port/v2/entities

RESPONSE CODE: 200
HEADERS: Content-Type:application/json
BODY: [
{
"type": "Room",
"id": "Room1",
"temperature": {
"value": 23.2,
"type": "Float",
"metadata"”: {} },
"pressure": {
"value": 720,
"type": "Number",
"metadata": {} },
}
]
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SP5
FIWARE — Context Broker — REST API

» Entities
» Query entity GET http://broker_hostname:port/v2/entities/Room1

RESPONSE CODE: 200
HEADERS: Content-Type:application/json
BODY: {
"id": "Room1",
"type": "Room",
"temperature": {
"value": 23.2,
"type": "Float" },
"pressure": {
"value": 720,
"type": "Number" }
}

22 PORTO ) BOSCH
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SP5
FIWARE — Context Broker — REST API

» Entities

» Update entity PATCH http://broker_hostname:port/v2/entities/Room1
HEADERS: Content-Type:application/json

BODY: {
"temperature": {
"value": 20},
"pressure": {
"value": 520}
}
RESPONSE CODE: 204
23 [PORTO ) BOSCH
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SP5
FIWARE — Context Broker — REST API

» Entities

» Modify entity POST http://broker_hostname:port/v2/entities/Room1
HEADERS: Content-Type:application/json
BODY: {
"humidity": {
"value": 20.2,
"type": "Float" },
"co2": {
"value": 520,
"type": "Integer" }
}

RESPONSE CODE: 204

PORTO () BOSCH

CSMPETE RORTHAAC o o
Eoso 2020 Bll:=
B el "

24




SP5
FIWARE — Context Broker — REST API

» Entities
» Delete entity DELETE  http://broker_hostname:port/v2/entities/Room1

RESPONSE CODE: 204

PORTO &) BOSCH
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SP5
FIWARE — Context Broker — REST API

» Entity attributes
» Query attribute  GET http://broker_hostname:port/v2/entities/id/attrs/attrName[/value]
» Update attribute PUT http://broker_hostname:port/v2/entities/id/attrs/attrName[/value]
» Delete attribute DELETE  http://broker_hostname:port/v2/entities/id/attrs/attrName

PORTO &) BOSCH

CSMPETE SORTRAL
2020 ’-j 2020 - i SR
NSRRI e

26




SP5
FIWARE — Context Broker — REST API

» Subscriptions
» List subscription GET http://broker_hostname:port/v2/subscriptions
» Create subscription POST http://broker_hostname:port/v2/subscriptions
» Query subscription  GET http://broker_hostname:port/v2/subscriptions/id
> Update subscription pATCH  http://broker_hostname:port/v2/subscriptions/id
> Delete subscription  DELETE  http://broker_hostname:port/v2/subscriptions/id
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SP5
FIWARE — Context Broker — REST API

» Subscriptions

» Create subscription POST http://broker_hostname:port/v2/subscriptions
HEADERS: Content-Type:application/json

BODY: {
"description": "Description of this subscription ",
"subject": {
}
2
"notification": {
2
"expires": "2036-04-05T14:00:00.00Z",
"throttling": 0
}
RESPONSE CODE: 201

HEADERS: Location : /v2/subscriptions/subscriptionid

PORTO ) BOSCH
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SP5
FIWARE — Context Broker — REST API

» Subscriptions —
"entities": [
» Create subscription POST http://broker_hostna {
HEADERS: Content-Type:applicatior "idPattern" : ".*",
BODY: { "type" : "Room" }
"description": "Descript| 1,
"subject": { "condition" : {
"attrs" : [
} "temperature" ],
L "expression" : {

"notification": { q" : "temperature>40" }

}
2
"expires": "2036-04-05T14:00:00.00Z",
"throttling": 0
}
RESPONSE CODE: 201

HEADERS: Location : /v2/subscriptions/subscriptionid

PORTO &) BOSCH
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SP5
FIWARE — Context Broker — REST API

» Subscriptions

» Create subscription POST http://broker_hostname:port/v2/subscriptions
HEADERS: Content-Type:application/json

BODY: {
J ' "url": "http://notification_end_point:port"
) b
} attrs": |
. L "humidity",
notification"; " "
temperature
3 ]
"expires": "2036-04-05T14:00:00.00Z",
"throttling": 0
}
RESPONSE CODE: 201

HEADERS: Location : /v2/subscriptions/subscriptionid

PORTO &) BOSCH
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SP5
FIWARE — Context Broker Notifications

» Notifications POST http://notification_end_point:port
HEADERS:
Content-Type: application/json

BODY: {
"data": [
{
"id": "Room1",
"temperature": {
"metadata": {},
"type": "Float",
"value": 28.5
2
"type": "Room"
}
],
"subscriptionld": "57458eb60962ef754e7c0998"

}

PORTO ) BOSCH
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FIWARE ARCHITECTURE & MODELS




SP5

FIWARE — Generic Architecture

[ Applications

|

HDFS

Kafka

loT Device <«—

loT Device «——»

loT Agent Lib

loT Device <«—

33

Y

Orion Context Broker 4 Comet STH
Orion Logic Comet Logic
Subscribe Context
Subscribe Context
Notification
: MongoDB Notification MongoDB
Create Context
/ Update Context . Ay
Command
<«—Comman \ External
> System
Custom
Create Context Context
/ Update Context Provider ' '
External
System

Agent Ad-hoc
Code

T Agent -\‘

\ J

N
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SP5
FIWARE — Architecture variations

» Modular approach allows developers to chose the
components they require to build their applications

» The only obligatory component is the Context Broker S enEa IHE B
loT Device <—

[ Applications }

Orion Logic

loT Device «—»

» Minimal architecture / deployment

MongoDB
» Devices “connect” directly to the Context Broker loT Device <«—
» Applications consume context information directly from the
context broker
3 [PORTO ) BOSCH
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SP5
FIWARE — Single-Tenant vs Multi-Tenancy

» Single-tenant configurations

» All devices and applications share the same broker

— Asingle DB instance is created

» There is no separation between Contexts information Single-Tenant Multi-Tenant
» Applications can access all registered entities, Contexts Context Context
information, subscriptions, etc. Broker Broker

A

\ 4

» Multi-tenant configurations >

Service
1

Service
2

Service
n

» Both devices and applications share the same broker

— Each tenant has an isolated DB instance

— DB instances are started on the fly

» Context information is stored based on the Service path

— Given by the Fiware-Service header
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SP5
FIWARE — Multi-Tenant Model

» Multi-tenant configurations

N N N

Service_2 Service_n

Context Broker

-

» Create entity

Service_1

POST http://broker_hostname:port/v2/entities

HEADERS: Content-Type: application/json
Fiware-Service: service_path

BODY: { DeVice(S) Device(s)
) > > S
RESPONSE CODE: 201/ 204 service Service service
— _n
HEADERS: Location : /v2/entities/id?type=type -2
Fiware-Service: service_path \_ 2N ) %

I!! 1PORTO ) BOSCH
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SP5
FIWARE — Multi-Tenant Model

» Multi-tenant configurations
» Update entity

PATCH http://broker_hostname:port/v2/entities/Room1
HEADERS: Content-Type: application/json
Fiware-Service: service_path
BODY: {
}
RESPONSE CODE: 204
HEADERS: Fiware-Service: service_path

-~

\_

Service_1

Device(s)

Service
1

~

~

4 Service_2

/

~

Service_n

Context Broker

Device(s)

/

Service
2

- /

o

Service
n

I!l 1PORTO ) BOSCH
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SP5
FIWARE — Multi-Tenant Model

» Multi-tenant configurations

N N N

Service_2 Service_n

Context Broker

-

» Create subscription

Service_1

POST http://broker_hostname:port/v2/subscriptions

HEADERS: Content-Type: application/json
Fiware-Service: service_path

BODY: { Device(s) Device(s)
J > > S
RESPONSE CODE: 201 service Service service
— _n
HEADERS: Location : /v2/subscriptions/subscriptionid -2
Fiware-Service: service_path \_ 2N ARG %

I!! 1PORTO ) BOSCH
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SP5
FIWARE — Federated Architecture

Q App App
» Federated Architecture allows Context Brokers to push

N
notifications to other Brokers [ Context Context

~

Broker-1 Broker-2
Y, Y,

» All involved brokers store the “pushed” value and notify
their respective clients

» Federation allows cooperation between deployment No¥jfy
locations, providers, etc.

» Federation does not provide mirroring Context F

» If an entity is deleted in Context Broker A the entity will not
be deleted in any other Federated Broker.
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SP5
FIWARE — Federated Architecture

» Context Brokers subscribe to other brokers in the usual App App
way
. 4 ) )
» The Notification end-point has to be /v2/op/notify Context Context
Broker-1 Broker-2
POST http://broker_hostname:port/v2/subscriptions ~ - -

HEADERS: Content-Type: application/json
Fiware-Service: service_path

(o] \ b Lo
BODY: { No\jfy
"http": {
"url": "http://broker_host:port/v2/op/notify"
b

. Context
o B ' i
) roker-3 Device

RESPONSE CODE: 201

HEADERS: Location : /v2/subscriptions/subscriptionld
Fiware-Service: service_path

I!! 1PORTO ) BOSCH
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SP5
FIWARE — Federated Architecture

ﬂOST http://broker_1/v2/subscriptions \ App . App

HEADERS: Content-Type: application/json
Fiware-Service: service_path N
Context Context
BODY: { ... [ Broker-1 Broker-2 }
"http": { g
"url": "http://broker_3/v2/op/notify"
1, F ) F
N o UG b e
Notify
/POST http://broker_2/v2/subscriptions \
HEADERS: Content-Type: application/json
Fiware-Service: service_path
. A Context F
BODY: { ... Broker-3
"http": {
"url": "http://broker_3/v2/op/notify"
N / e
ool PORTO () BOSCH
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SP5
FIWARE — Deployment (Local)

Applications

[Data Warehouse H Visualization ’

A

A

—

Data Processing |

A A

A

|

»

" Data Storage (LTH) ‘

":'I

» All components are deployed “on premises” ’—
Analytics F—
» Data is acquired, stored, processed, analysed, and 1 1
displayed “on premises” ‘
piay P On premises ) o
‘ RAW Data Storage
L (STH)

» Applications run “on premisses”

42

Sensor

— | |

—P{ Data Aggregation

PORTO ) BOSCH
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SP5
FIWARE — Deployment (Cloud)

Applications

Data Warehouse }—b[ Visualization ’

A A A

» Devices and Agents are deployed “on premises” l_ —‘
> Data is vaUired ”Oﬂ premises" ‘ Analytics <— Data Processing '_ﬁ)ata Storage (LTH)R’
<
4 A K I T
» Data Management components are deployed on the | — | |
CIOUd C|oud RAW l?gt_?HS)torage:}‘_: Data Broker —P{ Data Aggregation
» Data is stored, processed, analysed, and displayed on the ’ - - ‘
Cloud e
On premises ‘ loT Agents
» Applications run on the Cloud | |
Sensor
43 [ﬂ PORTO ) BOSCH
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SP5
FIWARE — Deployment (Hybrid)

Applications

Data Warehouse H Visualization ’

A A

» Devices are deployed “on premises”

» Data is acquired “on premises”

» Agent can be deployed “on premises” and on the

dge [ ]

Analytics <— Data Processing —>Dam Storage (LTH)-’
Cloud T A A A A‘_” I i
» Data Management components are deployed on the ’7 ‘
Edge Or On the CIOUd .......................... "RAW ?g‘_?HS)torageuHﬁ Data Broker ?ﬁ Data Aggregaﬁon } ..........
» STH Data is stored, processed and aggregated on the : A o
Edge Edge
» LTH Data is stored, processed, analysed, and displayedon ‘ (0T Agents Lo
the Cloud ‘_ ,
On premises ’
. . Sensor
» Applications run on the Cloud ?
44 [!l PORTO &) BOSCH
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SP5
FIWARE — Application Architecture Apctins

[Data Warehouse H Visualization ’

A A A

» loT applications typically ‘ _‘ :
» Acquire data from loT devices fnaytics < DetaProcessing |, Data Storage ("TH’J
A A A A
» Store the acquired (raw) data t I
» Process and transform raw data into information ‘ ] |
— According to the respective application ‘RAW l?gt?HS)torage H Data Broker H Data Aggregation |
» Store processed information and/or execute procedures ) S S ;
based on this information ‘
» Display the processed information, reports, etc. ‘ T Agent
nis
Sensor
46 I!! PORTO &) BOSCH
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SP5
FIWARE — Application Architecture

» |oT applications typically follow similar design and

. . o o . Applications
architecture principles of Web Application "
» n-Tier Architecture / Model — View — Controller : [ Data Warehouse Visualization
Presentation Layer ' -
— Data Source -> |loT devices; loT Agents; etc.
_ Data Management -> Broker; STH; LTH; etc. e e X U AR RS N :1
: . Analytics <— Data Processing Data Storage (LTH)
— Business Logic -> Data Processing; Analytics; etc. Business logicLayer \ — ~
............................................ SN, N, N N N
— Presentation ->. .. , & : ,7 _l
- . |
» Based on Micro-Services Data Access Layer ‘ RAW Data Storage || i
J (STH) }1— Data Broker H Data Aggregation ‘
— Each layer is self contained with REST API -...-..-........-..,{.--..-...-...-...--.....‘..............’..."......T ......
Users Presentation Business Logic Data Access
Data

‘ loT Agents ’
Controller B(;:;::;s Data Objects Source /
A Servets ) w/ limited use of
Session Beans Entity Beans
Y
& & Java Classes
I ) Sensor
y L
Client - Response View L — Model
Web Browser JspP JavaBeans Database
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SP5
FIWARE — Demo Applications

» Waste Management Application [ Trash App } [ Air Quality } [ Parking App }
App
» Monitors level of waste containers and displays them over a
map
» Air Quality Monitoring Application [ Context Broker }
» Monitors air quality sensors and displays them over a map

» Parking Management Application

» Monitors occupancy level of parking infrastructures and
displays them over a map

Air Quality
Sensor

Parking
' Sensors l
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SP5
FIWARE — Demo Applications - Architecture

» Architecture

Browser . .
" [ Trash App } Air Quality [ Parking App }
App
(5) GET index.html[ (6) Register (7) event
Event listener
trash_app/events
fe T AP [ Context Broker }
[ Trash App }
REST API _
(1) Subscribe trash_app/notify \\(5) Notification _
[ Air Quality
Sensor ' Sensors
Context Broker } J
(3) Register Context 3(4) Update Context
Trash IEPOR 'O &) BOSCH
Sensor
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SP5
FIWARE — Demo Application — Single-Tenant

[ Trash App } Air Quality [ Parking App }
App

» All sensors and sensor types publish content information
to a single Broker

» Using the default service

» Apps subscribe their respective context information [ Context Broker }
from the same broker

» No context information separation is performed Air Quality Parking
e . . Sensor Sensors
» All Apps have access to all entities, context information, ;‘
etc.

L PORTO &) BOSCH
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FIWARE — Demo Application — Multi-Tenant

» All sensors publish content information using a Service
path based on the sensor type

» Each sensor type is associated to its own service

» Apps subscribe to context information based on the
respective sensor type and Service path

» Context information is physically separated by the
Service path

» Apps only have access to the Service’s entities, context
information, etc.

/ Trash \

Service

[ Trash App }

a N

Air Quality
Service

Air Quality
App

A

-

Context Broker

Trash
' Sensor

A

Air Quality
Sensor

- /

-

~

Parking
Service

[ Parking App }

Parking
' Sensors l

/
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SP5

FIWARE — Demo Federated Application

» Federation is composed of 4 participants
» Broker 1, Broker_2, Broker 3, Broker_4

» Each single sensor type and respective app are mapped
to an individual Broker and Service path

» Broker_4 subscribes to the other Brokers for their
respective Context information

» Broker 4 “serves” the application that aggregates
Context information from all sensors of all types

Trash Service
Context
[ Trash App Broker-1

Trash
' Sensor l

ir Quality
/-\IOIO

Aggregate
App

Context
Broker-4

r
1

Broker 2

Context }

Air Quallty

Sensor

£

K 92IAI3S Ajjenp Jiy /

Parking Service

[ Parking App ]‘/[

Context
Broker-3

Parking
' Sensors l
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SP5

FIWARE — Demo Federated Application

» Federation is composed of 4 participants
» Broker 1, Broker_2, Broker 3, Broker_4

» Each single sensor type and respective app are mapped
to an individual Broker and Service path

» Broker_4 subscribes to the other Brokers for their
respective Context information

» Broker 4 “serves” the application that aggregates
Context information from all sensors of all types

( Trash Service ( N mw
Broker Port: 1027; App Port: 3001; Service: trash_service
LL el - 5 j
Air Quality
App >
A -
Broker Port:1028
Aggregate Context
App Broker 4 [€App Port: 3002
Broker Port:1030; Service:
App Port: 3004 air_quality_service
L Sensor ‘J

( Parking Service

~N Parkinoc
Broker Port:1029; App Port: 3003; Service: parklng_serwce
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SP5
FIWARE — Security

) - Verify /" Remaining Environment
» FIWARE follows a modular approach to Security izat PEP Proxy | |
(Wilma)
(utthoroe) Verify Context Broker
Authentication (Orion)
» Providing Authentication and Authorization
Identity Manager
components Define (Keyrock) (
_ _ _ Policies AAﬁPes,s ( Other FIWARE
» KeyRock Identity Manager (IdM) managing devices, ot ppication e
users and applications Fegister  authvAuthz
Token
» AuthzForce — reference implementation of PDP (Policy G 4
Decision Point) and the PAP (Policy Administration Point) |_. ,),
. . . . Install Key > »
» Wilma —reference implementation of a Policy S
App Owner evice

Enforcement Point (PEP)

PORTO ) BOSCH

57 e
CSMPETE RORTHAA ne—
Eoso 2020 Bll:=




SP5
FIWARE — Identity Management GE

‘,/ :-‘Remaining EnvironmentA>\.l'

» Identity Management authorizes foreign services to PEP Proxy

. . (Wilma)
access data stored in a secure environment . Veliy P——

Authentication (Orion)
> Bridges IdM at connectivity- and application-level  peine [t (
» Secure and private authentication for users, devices, Folicles A;)A[;:I;;stz)n * Other FIWARE
networks and services Rgg“,?;’ Autsz:,thz =
» Authorization & trust management foeen " /
» User profile management, and privacy-preserving ol Ko |—: j»)-
disposition of personal data AN s i D;vice
» Single Sign-On (SSO) to service domains
» Identity Federation towards applications
., [! PORTO &) BOSCH
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SP5
FIWARE — Security

» FIWARE provides Authentication and Authorization

components .
P Verify /~ Remaining Environment
» KeyRock Identity Manager (IdM) managing devices, P(Evz“':::;w
users and applications

T Verify Context Broker

Authenticati Orion
» WILMA - reference implementation of a Policy uihenyication (Orion)

Enforcement Point (PEP)

Identity Manager

. . ) Define (Keyrock)
» AuthZForce —reference implementation of PDP (Policy Policies

Decision Point) and the PAP (Policy Administration Point)

Access p
Application Other FIWARE
Register Get GEs

: Auth/Authz
Device Token
» WILMA is a proxy-based PEP ‘
'
» Intercepts requests and Authenticates and Authorizes Install Key > ' )'
them contacting the IdM and PDP App Owner Device

» Based on a modular approach and not “by design”

59 PORTO () BOSCH
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SP5
FIWARE — Security

» FIWARE provides Authentication and Authorization
components

» KeyRock Identity Manager (IdM) managing devices, users
and applications

» WILMA — reference implementation of a Policy Enforcement
Point (PEP)

» AuthZForce — reference implementation of PDP (Policy
Decision Point) and the PAP (Policy Administration Point)

» WILMA is a proxy-based PEP

» Intercepts requests and Authenticates and Authorizes them
contacting the IdM and PDP

» Based on a modular approach and not “by design”

Authorization
PDP
(AuthZForce)

Policies

Identity
Manager
(Keyrock)

Verify authorization

| I

PEP Proxy
(Wilma)

/ Remaining Environment\

Verify Authentication

o

.| Context Broker
(Orion)

‘ Other FIWARE
| GEs
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