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Abstract

Lock-free data structures have become increasingly significant due to their algorithmic advantages in multi-core
cache-based architectures. Safe Memory Reclamation (SMR) is a technique used in concurrent programming to
ensure that memory can be safely reclaimed without causing data corruption, dangling pointers, or access to freed
memory. The ERA theorem states that any SMR method for concurrent data structures can only provide at most
two of the three main desirable properties: Ease of use, Robustness, and Applicability. This fundamental trade-off
influences the design of efficient lock-free data structures at an early stage. This work redesigns a previous lock-
free hash map to fully exploit the properties of the ERA theorem and to leverage the characteristics of multi-core
cache-based architectures by minimizing the number of cache misses, which are a significant bottleneck in multi-core
environments. Experimental results show that our design outperforms the previous design, which was already quite

competitive when compared against the Concurrent Hash Map design of the Intel’s TBB library.
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1. Introduction

The traditional approach to synchronize access to
critical sections is to use blocking primitives, such
as, mutexes or semaphores. An algorithm is non-
blocking if failure or suspension of any thread cannot
cause failure or suspension of another thread. In gen-
eral, non-blocking algorithms use atomic read-modify-
write primitives, the most notable of which is the CAS
(compare-and-swap) operation. A non-blocking algo-
rithm is also lock-free if there is guaranteed system-
wide progress, i.e., there is no per-thread progress guar-
antee (individual threads can starve) but it is guaranteed
that at least one thread progresses in some well-defined
number of steps, regardless of the scheduling policy.
Lock-freedom is an important property that is known
to offer significant advantages in terms of algorithm de-
sign, performance and scalability, therefore improving
the overall throughput of concurrent data structures.

Data structures, as an essential building block for
most algorithms and systems, are highly desirable to
have the lock-freedom property. However, for data
structures to be truly lock-free, they require additional
memory management methods, usually known as Safe
Memory Reclamation (SMR) methods, in order to reuse
memory from removed nodes (i.e., the fundamental el-
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ements of a data structure). Memory reclamation on
lock-free data structures is a much harder problem to
solve, compared to their lock-based counterparts, since
exclusive access to any region of the data structure can
not be expected without violating the lock-free proper-
ties. Even though SMR plays a crucial role in ensur-
ing that the system as a whole is lock-free and can also
significantly impact the overall performance, it is often
ignored by many lock-free data structures [1, 2, 3, 4, 5,
6,7,8,9,10, 11, 12, 13, 14, 15]. The common alterna-
tive is to rely on garbage collection systems, but in most
cases these compromise the lock-freedom property of
the system as a whole [16, 17, 18].

The need for SMR methods was first reported by
Kung and Lehman [19] while developing a concur-
rent binary tree data structure supporting non-blocking
search operations. Since then, multiple SMR methods
have been developed with differing trade-offs in terms
of capabilities, performance characteristics and hard-
ware requirements [20, 21, 22, 23, 24, 25, 26, 27, 17,
28, 29, 18, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41,
42, 43, 44]. As such, nowadays it is vital to understand
the requirements of the SMR methods before starting
the creation of the design of the lock-free data structure,
as the SMR method used will impact not only the ability
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of the data structure to hold the lock-freedom property
when integrated in a complete system, but will also im-
pact the performance and memory usage of the system
as a whole.

However, an ideal SMR method is impossible to
achieve as recently proved by the ERA theorem [45],
which states that from the three key properties for an
SMR method: (i) ease of use, which determines if a
method can easily be applied to any data structure; (ii)
robustness, which determines the maximum amount of
unreleased memory a method allows; and (iii) appli-
cability, which determines if the method is compatible
with any data structure; only two of these three proper-
ties can be achieved by any specific SMR method.

For example, by ensuring that a lock-free data struc-
ture design follows some properties, we can allow SMR
methods that lack the applicability property to be com-
patible with the data structure, e.g., the well-known
Hazard Pointers method [25] lacks applicability but is
compatible with data structures that do not traverse in-
validated nodes. And, by having simpler designs, we al-
low the usage of methods that lack the ease of use prop-
erty without too much effort. SMR methods that lack
the ease of use property will always be difficult to ap-
ply to a specific data structure, but the complexity of the
data structure can severely exacerbate this difficulty. For
example, the Optimistic Access method [30] lacks the
ease of use property due to requiring rollbacks. There-
fore, the more rollback points a data structure algorithm
needs, the more difficult it will be to apply the method
to the data structure. The use of methods that are both
applicable and easy to use, such as Epoch Based Recla-
mation [24], does not impose constraints on data struc-
ture design. However, their lack of robustness implies
that, in practice, the system as a whole may eventually
block memory allocation due to exhaustion.

In short, the way a given data structure is designed
will condition the type and number of SMR methods
that can be chosen and applied. In particular, this allows
the choice of the methods that show better performance
characteristics, or the rapid testing of multiple methods
in order to experimentally verify which one performs
better in a particular domain.

In this work, we present a lock-free hash map design
as an example that is both: (i) compatible with SMR
methods that lack the applicability property; and (ii)
simple enough that it allows the usage of SMR meth-
ods that lack the ease of use property without much ef-
fort. Our design is based on a previous sophisticated
lock-free hash map design, named Lock-Free Hash Tries
(LFHT) [46], that is much more complex and also in-
compatible with most SMR methods [47]. We show

that, with a simpler redesign of the LFHT data struc-
ture, it is possible to achieve compatibility with all SMR
methods and also better performance.

Our new approach, named Sleek Lock-Free Hash
Tries (SLFHT), leverages the characteristics of multi-
core cache-based architectures to simplify the imple-
mentation, make the data structure compatible with
any SMR method, make the data structure more cache
friendly, and solve some disadvantages of the original
LFHT’s design.

The remainder of the paper is organized as follows.
First, we introduce some background regarding the orig-
inal LFHT design. Next, we discuss the main aspects of
the new SLFHT design, we describe the key algorithms
required to easily reproduce our implementation by oth-
ers, and we present the formal proof that our proposal is
linearizable and lock-free. Then, we discuss how SMR
methods can now be supported in the SLFHT design.
Finally, we show experimental results, and we end by
summarizing our work.

2. Original Lock-Free Hash Tries Design

The LFHT data structure has two kinds of nodes:
hash nodes and leaf nodes. The leaf nodes store key/-
value pairs and the hash nodes implement a hierarchy of
hash levels, each node with a fixed size bucket array of
2" entries. To map a key/value pair (k,v) into this hier-
archy, a hash value / is computed for k and then chunks
of w bits from /& are used to index the appropriate hash
node, i.e., for each hash level H;, the i group of w bits
of h are used to index the entry in the appropriate bucket
array of H;.
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Figure 1: Insertion of nodes in a hash level



Figure 2: Expansion of nodes in a hash level

When leaf nodes fall on the same bucket entry be-
cause their hash value is sufficiently similar, we say that
they collide. In such cases, they form a collision chain
within the corresponding bucket entry, which is imple-
mented as a linked list. Once the length of a collision
chain exceeds a predefined threshold, an expansion op-
eration is triggered, redistributing the nodes into a new
hash level H;y 1, i.e., instead of growing a single mono-
lithic hash table, the hash trie settles for a hierarchy of
small hash tables of fixed size 2. Figure 1 shows how
the insertion of nodes is done in a hash level.

Figure 1(a) shows the initial configuration for a hash
level. Each hash level is formed by a hash node H;,
which includes a bucket array of 2" entries and a back-
ward reference Prev to the previous hash level, and by
the corresponding chain of nodes per bucket entry. Ini-
tially, all bucket entries are empty (Bj represents a par-
ticular bucket entry of H;). A bucket entry stores either
a reference to a hash node (initially the current hash
node) or a reference to a separate chain of leaf nodes,
corresponding to the hash collisions for that entry. Fig-
ure 1(b) shows the configuration after the insertion of
node K; on By and Fig. 1(c) shows the configuration af-
ter the insertion of nodes K, and K3. A leaf node holds
both a reference to a next-on-chain node and a flag with
the condition of the node, which can be valid (V) or in-
valid (). The last leaf node in the chain references back
the current hash node. When the number of valid nodes
in a chain reaches a given threshold, the next insertion
causes the corresponding bucket entry to be expanded
to a new hash level. Figure 2 shows how nodes are ex-
panded.

The expansion operation starts by inserting a new
hash node H;; at the end of the chain with all its bucket

entries referencing H;; and the Prev field referencing
H; (as shown in Fig. 2(a)). From this point on, new
insertions will be done on the new level H;; and the
chain of leaf nodes on H; will be moved, one at a time,
to H;1. Figure 2(b) and Fig. 2(c) show how node K3 is
first mapped in H;; (bucket B,) and then moved from
H; (bucket By). It also shows a new node K4 being in-
serted simultaneously by another thread. When the last
node is moved, the bucket entry in H; references H;
and becomes immutable (Fig. 2(d)). Immutable fields
are represented with a white background.

Next, Fig. 3 shows an example illustrating how a node
is removed from a chain. The remove operation can be
divided in two steps: (i) the invalidation of the node
(shown in Fig. 3(a)) and (ii) making the node unreach-
able (shown in Fig. 3(b)). The invalidation step starts
by finding the node N (node K; in Fig. 3) to be removed
and by changing its flag from valid (V) to invalid (/). If
the flag is already invalid, it means that another thread is
also removing the node and, in such case, nothing else
needs to be done. Next, to make the node unreachable,
the two valid nodes A and B, after and before N respec-
tively, need to be found. The valid node A is first found,
node K3 in Fig. 3 (note that, if NV is the last node in the
chain, A would be a hash node). Then, by continuing
to traversing the chain, a hash node H; is found (if not
yet found in the previous step). Now, if H; is the same
hash node that the traversal of the chain started from,
the chain is traversed again until the last valid node B
before N is found, node K in Fig. 3 (or we consider B
the bucket entry, if no valid node exists before N). If,
while searching for B node N is not found, it means that
N has already been made unreachable and the removal
is complete. Otherwise, we just need to change the ref-



erence of B to A. This is shown in Fig. 3(b), where K;
is made to refer to K3.
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Figure 3: Removal of nodes in a hash level

On the other hand, if H; is not the same hash node
the traversal of the chain started from, this means that
a concurrent expansion operation is happening simul-
taneously and, in such situation, the thread doing the
expansion becomes responsible for making N unreach-
able if it sees N as invalid after moving it to the next
level. This means that, during an expansion operation,
nodes being removed by a thread can be momentarily
reinserted in the next level by the expanding thread,
which can be a problem since most SMR methods rely
on the fact that a node is permanently unreachable after
it is removed. This temporary reinsertion of nodes dur-
ing an expansion operation required the development of
an SMR method specific to the LFHT data structure,
named Hazard Hash and Level (HHL), which explores
the characteristics of the LFHT structure to achieve ef-
ficient memory reclamation with low and well-defined
memory bounds [47].

3. New Design by Example

To deal with collisions on a bucket entry, the LFHT
design chains leaf nodes in a linked list up to a certain
threshold, at which point a new insertion triggers an ex-
pansion that inserts a new hash node and moves the leaf
nodes one by one to the new hash level. The key idea be-
hind the new SLFHT design is to replace these collision
chains with an array of leaf nodes. This change trans-
forms what would be random memory accesses while
traversing the chain list into sequential accesses, thus
taking advantage of the fact that, in modern architec-
tures, a memory access causes an entire cache line to
be loaded (and often more than one cache line due to

prefetching optimizations at the hardware level). So,
leaf nodes become an array with a header that speci-
fies the number of nodes in the array, followed by the
nodes that collide in the corresponding bucket entry se-
quentially in memory. This change also saves memory,
as we no longer need a reference field to the next node
for every leaf node, but only a header field per group of
nodes in an array. In what follows, we call these arrays
of leaf nodes as leaf arrays.

The insertion procedure, instead of adding a node to
the chain, now replaces the entire leaf array with a new
one containing all the previous leaf nodes plus the new
node. Figure 4 shows an example of two nodes being
inserted in a hash node using leaf arrays. We start with
an empty hash node H; in Fig. 4(a). Then, in Fig. 4(b),
we insert node K; by adding a leaf array with size 1
and node K;. Next, in Fig. 4(c), as node K, collides on
bucket By, we replace the previous leaf array with a new
one with size 2 that contains both K| and Kj.
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Figure 4: Insertion of nodes in a hash level using leaf arrays

Similarly, the removal procedure replaces the entire
leaf array with a new one that contains all the previous
nodes except the one being removed. Figure 5 shows an
example of the removal of the nodes K| and K, from H,.
We show the initial state in Fig. 5(a). Then, in Fig. 5(b),
we remove K> by replacing the leaf array containing
K; and K, with a new leaf array that only contains K;.
Next, in Fig. 5(c), we remove K| by removing the entire
leaf array as there are no nodes left to keep in By.

Both insertion/removal procedures are implemented
using a CAS (compare-and-swap) operation, which en-
sures that the corresponding procedure only succeeds
when no other thread replaced the leaf array in the
meantime, and that, in case of failure, we simply need to
retry the insertion/removal procedure. The CAS opera-
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Figure 5: Removal of nodes in a hash level using leaf arrays

tion is at the heart of many lock-free data structures. It
is implemented by an atomic instruction that compares
the contents of a memory location to a given old value
and, if they are the same, updates the contents of that
memory location to a given new value. The atomicity
guarantees that each CAS operation is performed based
on up-to-date information, i.e., if the previous old value
had been updated by another thread in the meantime,
the current CAS would fail.

As in the case of the original LFHT design, when
the number of collisions reaches a certain threshold, we
trigger an expansion. The expansion is now also much
simpler, as the expanding thread can create locally the
new hash node with the necessary new leaf arrays and
then replace with a single CAS the old leaf array with
the new hash node. In the case of a CAS failure, we
retry the operation from the beginning, which might not
trigger an expansion anymore if either another thread
also performed an expansion or performed a removal of
a node from the leaf array (thus allowing us to insert a
node without expanding).

Figure 6 shows an example of an expansion triggered
by the insertion of a node Ky that falls in bucket By (we
assume an expansion threshold of 3). We start the ex-
pansion by creating a new hash node H; | (Fig. 6(a)).
Then, we locally insert into H;;; the nodes present in
the leaf array of By, (Fig 6(b)). Next, we replace the leaf
array in By by the hash node H;;; with all the nodes
pre-inserted (Fig 6(c)). Finally, we can insert node K4
by replacing the leaf array in bucket B,, (we assume that
node K4 now falls in bucket B,,) by a new leaf array con-
taining both K, and Ky (Fig 6(d)).

With the new design, as we no longer need to keep
references to the previous hash node and to the current

hash level in the header of the hash nodes, we removed
the header altogether from the hash nodes. Note that the
hash level can always be inferred from context as we
can no longer end up in a different hash node by follow-
ing a chain of leaf nodes, due to leaf arrays not having
references to other nodes. So, hash nodes become just
an array of bucket entries. This change not only saves
memory in the hash node, but also allows for a faster
traversal, as we no longer need to read the header but
only the desired bucket entry.

An important disadvantage of the new SLFHT design
is that, even though it ends up consuming less memory,
we now cycle through a lot more memory during exe-
cution. In SLFHT, insertions result in memory to be re-
claimed (when a leaf array is replaced the old one needs
to be reclaimed) and removes result in memory alloca-
tions (when a leaf array contains more than one node, a
new one needs to be allocated to contain the remaining
nodes). We argue that, with modern memory alloca-
tors supporting thread-local caches and, as discussed in
Section 6, with modern SMR methods, these additional
costs can be largely mitigated.

4. Algorithms

In this section, we present in more detail the key al-
gorithms supporting the SLFHT design. We start with
the Find() procedure in Alg. 1 that shows how the data
structure is traversed and is then used to support the
Search(), Insert() and Remove() procedures presented in
Alg. 2, 3 and 4, respectively.

Algorithm 1 Find(node Hn, level 1, hash h, key k)

. A < Hn[Index(h, )]
: if NodeType(A) = HASH_NODE

return Find(A, I+1, h, k)
if A £ Null

for i < 0 to A.size

if A.nodeli].hash = h A A.nodeli].key = k
return (A.nodeli].value, Hn, A, 1, i)

: return (Null, Hn, A, I, Null)

A R o e

The Find() procedure takes four arguments: (i) the
base hash node (where to start the traversal); (ii) the
level the base hash node is at (note that the level needs
to be passed as an argument as it is no longer present in
the header of the hash node); (iii) the hash or insertion
point to be found; and (iv) the key or insertion point to
be found.

The Find() procedure is used for two purposes: (i)
to find the leaf node corresponding to the given hash
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Figure 6: Expansion of nodes in a hash level using leaf arrays

and key arguments; or (ii) to find the hash node where
the given hash and key arguments should be inserted. It
then returns the following values: (i) the value stored in
the leaf node corresponding to the given hash and key
arguments, or Null if no leaf node is found; (ii) the hash
node corresponding to the leaf node found or to the in-
sertion point; (iii) the leaf array corresponding to the
leaf node found or to the insertion point, or Null if no
leaf array is found; (iv) the level of the hash node being
returned; and (v) the index in the leaf array correspond-
ing to the leaf node found, or Null if no leaf node is
found. The Index() auxiliary function extracts the rele-
vant bits from the hash argument based on the level, and
the NodeType() auxiliary function extracts the type of
the node from the least significant bit of the given refer-
ence.

The Search() procedure in Alg. 2 starts by computing
the hash for the given key argument and then uses it to
find the corresponding node, returning the value in such
node, in case of success, or Null in case no such node
exists.

Algorithm 2 Search(node Hn, key k)

1: h<+ Hash(k)
2. (r, Hn, A, 1, i) + Find(Hn, 0, h, k)
3: return r

The Insert() procedure in Alg. 3 executes in a loop
until it is either able to insert a new node for the given ar-
guments (lines 12 — 14) or to find a node already present
in the data structure corresponding to the given argu-
ments (lines 5 — 6). If, at any point, the leaf array it
is trying to insert on is full (line 7), it first performs

an expansion (lines 8 — 10) and then retries the inser-
tion. Note that if we are at the last level, the full hash
has been consumed and as such all nodes present in the
leaf array are full hash collisions. Also note that the
CreateExpandHash() auxiliary function creates a new
hash node N with the nodes present in the given leaf ar-
ray A already inserted in the respective buckets (line 8),
and the CreateAddNode() auxiliary function creates a
new leaf array N with the new node in addition to the
contents of the previous leaf array A (line 12).

Algorithm 3 Insert(node Hn, key k, value v)
1: h< Hash(k)

2:1+0

3: loop

4 {(r,Hn, A, 1, i) < Find(Hn, 1, h, k)

5. ifr = Null

6: return (False, r)

7. if A # Null N Asize = THRESHOLD N

i < LAST_HASH_LEVEL

8: N < CreateExpandHash(l+1, A)
9: if CAS(Hn[Index(h,1)], A, N)

10: Hn <+ N

11:  else

12: N « CreateAddNode(A, h, k, v)
13: if CAS(Hn[Index(h, 1)], A, N)
14: return (True, v)

The Remove() procedure in Alg. 4 executes in a loop
until it is either able to remove the node corresponding
to the given key (lines 7 — 9) or not able to find such a
node (lines 5 — 6). The CreateRemoveNode() auxiliary
function creates a new leaf array N with the contents of



the previous leaf array A minus the node at the specified
index (line 7). !

Algorithm 4 Remove(node Hn, key k)
1: h <+ Hash(k)

2: 1+0

3: loop

4 (r, Hn, A, 1, i) < Find(Hn, 1, h, k)
5. ifr=Null

6: return (False, Null)

7. N < CreateRemoveNode(A, i)

8: if CAS(Hn[Index(h, 1)], A, N)

9: return (True, r)

5. Correctness

In this section, we discuss the correctness of the
SLFHT design. The formal proof consists of two parts:
first prove that the design is linearizable and then prove
that progress occurs in a lock-free fashion for all opera-
tions.

5.1. Linearizability

Linearizability is an important correctness condi-
tion for the implementation of concurrent data struc-
tures [48]. Linearizability ensures the correctness of
concurrent data structures by proving that semantically
consistent (non-interfering) operations may execute in
parallel. An operation is linearizable if it appears to
take effect instantaneously at some moment of time 7 p
between its invocation and response. Literature often
refers to f7p as a linearization point and, for lock-free
implementations, a linearization point is typically a sin-
gle instant where its effects become visible to all the
remaining operations. Linearizability guarantees that if
all operations individually preserve an invariant (or a set
of invariants), the system as a whole also will.

Our proof has three parts. First, we enumerate the
linearization points of the SLFHT design. Second, we
describe the set of invariants that define a correct state
for the SLFHT design. Third, we prove that every lin-
earization point preserves the set of invariants. We thus
begin by enumerating the linearization points within the
algorithms:

'Note that both CreateAddNode() and CreateRemoveNode() aux-
iliary functions consider that an empty leaf array is represented by a
Null reference.

LP; The Insert() procedure (Alg. 3) is linearizable at
successful CAS in line 9.

LP, The Insert() procedure (Alg. 3) is linearizable at
successful CAS in line 13.

LP; The Remove() procedure (Alg. 4) is linearizable at
successful CAS in line 8.

Next, we describe the set of invariants that must be
preserved on every state of the SLFHT design:

Inv; The initial reference of every bucket entry B be-
longing to the root hash level is Null.

Inv, The reference stored in a bucket entry B belonging
to a hash level H; must be one of the following:
(1) Null; (ii) a reference to a leaf array; or (iii) a
reference to a deeper hash level H; .

Invs For a leaf array A in a bucket entry B belonging
to a hash level H; (i < LAST_HASH_LEVEL),
the number of leaf nodes in A is always lower
than or equal to a predefined THRESHOLD value
(THRESHOLD > 1).

Next, we prove that every linearization point pre-
serves the set of invariants.

Lemma 1. In the initial state of the data structure the
set of invariants hold.

Proof. In the initial state, the root hash level is empty,
i.e., all bucket entries refer to Null, and thus all invari-
ants hold. O

Lemma 2. The linearization point LP| preserves the set
of invariants.

Proof. A successful CAS operation in the linearization
point LP; (Alg. 3, line 9) updates a bucket entry B to a
hash level N. For the CAS operation to be triggered,
then the thread executing the Insert() procedure has
found a leaf array A in a bucket entry B belonging to
a hash level H; with i < LAST_HASH_LEVEL, and A
has a number of nodes equal to THRESHOLD (line 7).
The thread then created a new hash node N with all the
leaf nodes present in A pre-inserted in N (line 8). As
such, Inv; is not affected, the resultant update of B is
a reference to a hash level (Inv; holds) and each bucket
entry in the newly created hash node N is referring to ei-
ther Null or to a leaf array with a number of leaf nodes
lower or equal to THRESHOLD (Inv3 holds). O

Lemma 3. The linearization point LP, preserves the set
of invariants.



Proof. A successful CAS operation in the linearization
point LP, (Alg. 3, line 13) updates a bucket entry B to a
leaf array N. For the CAS operation to be triggered, then
the thread executing the Insert() procedure has found:
(i) an empty bucket entry B; (ii) a leaf array A with a
number of leaf nodes lower than THRESHOLD:; or (iii)
a leaf array with a number of leaf nodes greater or equal
to THRESHOLD with B belonging to a hash level H;
with i = LAST_HASH_LEVEL (check the condition in
line 7), and has created a new leaf array N that includes
the key being inserted in the data structure. As such,
Invy is not affected, Inv, holds because N is a leaf array
and Inv3 also holds since N must have a number of leaf
nodes which is lower or equal to THRESHOLD unless
N is at the last level. O

Lemma 4. The linearization point LP; preserves the set
of invariants.

Proof. A successful CAS operation in the linearization
point LP3 (Alg. 4, line 8) updates a bucket entry B to
Null or to a leaf array N. For the CAS operation to be
triggered, then the thread executing the Remove() pro-
cedure has found a leaf array A in a bucket entry B and
has updated B to a newly created leaf array N which
does not include the leaf node for the key being removed
or to Null (case A only contains the leaf node for the
key being removed). As such, Invy is not affected, Inv,
holds because B is either updated to a leaf array or to
Null, and Invs also holds because N must have a number
of leaf node which is lower than THRESHOLD unless N
belongs to a hash node in the last level. O

Corollary 1. The invariants hold on every configura-
tion of the SLFHT design due to Lemmas 1 to 4.

Theorem 5. The SLFHT design is linearizable.

5.2. Lock-Freedom

We next prove the lock-freedom property of the
SLFHT design. The proof of the progress of threads
in non-linearization points is trivially shown, as instruc-
tions allow threads to execute non-blocking operations
freely within the data structure. For the progress in the
linearization points we have:

Lemma 6. When a thread executes the operations de-
fined by the linearization points LP,, LP>» and LP3 then
the configuration of the data structure has change and
at least one thread has made progress.

Proof. All linearization points correspond to CAS op-
erations on a given memory location M trying to update

an initial reference R; to a secondary reference R,;. As
shown in the previous subsection, R; and R; must al-
ways be a reference to Null, a leaf array or a hash level.
Assuming that #; is the instant of time where a thread T
first reads a reference R; from M and that ¢ is the instant
of time where T executes the CAS operation trying to
update R; to Ry, then a successful CAS execution leads
to progress in the state of the data structure as M was
updated to R;. Otherwise, if the CAS operation fails,
that means that between instants ; and 7, the reference
on M was changed, which means that at least another
thread has changed M between the instants of time ¢;
and ty, thus leading to progress in the state of the data
structure. ]

Theorem 7. The SLFHT design is lock-free.

6. Safe Memory Reclamation

An important disadvantage of the SLFHT data struc-
ture is its need to cycle through much more memory dur-
ing execution. Having leaf nodes represented sequen-
tially in memory as leaf arrays results in extra memory
allocations and in extra memory reclamations when in-
serting/removing nodes. In particular, when replacing a
leaf array with a new one, we need to reclaim the mem-
ory of the old one. To reclaim the memory of a leaf ar-
ray, extra care needs to be taken to ensure that no thread
possesses an old reference to it, at the consequence of
reading invalid memory, corrupting the process mem-
ory or triggering an access violation from the operating
system.

SMR methods are responsible for tracking references
to retired memory (memory that is no longer reachable
from the data structure but might still be reachable from
thread local references) and making such memory avail-
able for reuse when it is safe to do so. Some of the most
important properties for an SMR method are: (i) ease
of use, the ability to be easy to apply to any data struc-
ture; (ii) robustness, the ability to ensure a bound on the
amount of memory that has been retired but not made
available for reuse; and (iii) applicability, the ability to
be used on any data structure algorithm.

In recent work, Sheffi and Petrank introduced the
ERA theorem [45] where it is proved that any specific
SMR method can only have two of these three proper-
ties. Since there is no ideal SMR method and garbage
collection is not an option to ensure lock-freedom, there
is an increasing pressure to design data structures com-
patible with most SMR methods, thus allowing the us-
age of methods that lack the ease of use and/or applica-
bility properties.



Most often, an SMR method lacks the ease of use
property if: (i) it requires rollbacks; or (ii) it requires
changes to the data structure fields. Rollbacks impose
an extra complexity layer since the user has to con-
sider what are the safe places to rollback to, and fields
changes require the user to reconsider how the data
structure behaves when such changes happen. In order
to mitigate these difficulties, one can argue that the best
course of action is to make the algorithms of the data
structure as simple as possible, to facilitate the reason-
ing about safe points and/or fields changes.

The main factor that makes a SMR method that lacks
applicability incompatible with a data structure is the
case where the target data structure needs to traverse in-
valid nodes. A well-known example is Michael’s pro-
posal [25] for the Harris lists [23] that avoids the traver-
sal of invalid nodes in order to make it compatible with
the Hazard Pointers method (which lacks applicability).
This is an important property to achieve when develop-
ing a data structure as it will allow compatibility with a
much wider range of SMR methods.

A data structure that requires both the ease of use and
applicability properties can only be used with a non-
robust method. By designing the data structure to forgo
at least one of these two requirements, we ensure com-
patibility with robust SMR methods.

The sleekness of the SLFHT design stems from its
new leaf array representation, which prevents LFHT’s
original traversal of invalid nodes, makes SLFHT com-
patible with both SMR methods that lack the ease of use
property and/or that lack the applicability property. As a
way of showing this, we implemented two methods for
the SLFHT design that are representative of SMR meth-
ods that lack the easy of use and applicability properties.

As a first option, we chose the Hazard Pointers (HP)
method, proposed by Michael [25], as it is one of the
most commonly used, and serves as an example of
a method that lacks applicability. Moreover, the HP
method also tends to achieve good performance in data
structures with low depth and has tight memory bounds
in our use case. As a second option, we chose the
Optimistic Access (OA) method that was developed by
Cohen and Petrank [30], and then further improved by
Moreno and Rocha [49]. The OA method is an exam-
ple of a method that lacks the ease of use property, and
is also one of the most efficient memory reclamation
methods while being robust and applicable. Note that
both HP and OA methods have the robustness property,
i.e., they ensure a bound on the amount of memory that
has been retired but not made available for reuse. This
is a key property since otherwise we cannot guarantee
that, when running our data structure, it will not exhaust

the available memory and take away the lock-freedom
property of the system as a whole.

6.1. Hazard Pointers

The HP method works by setting a hazard pointer to
the node that we want to access in order to inform the
other threads that such node should not be reclaimed.
Each thread has a set of hazard pointers that is visible by
all threads but only modifiable by the thread that owns
it. When performing reclamation, a thread verifies if
there is any hazard pointer protecting the node it wants
to reclaim and, in case there is not, it can safely reclaim
the node, otherwise the reclamation of the node is post-
poned until the next reclamation.

In SLFHT, we only need one hazard pointer per
thread as only leaf arrays need to be protected. This al-
lows us to only apply the expensive hazard pointer pro-
tection to leaf arrays, which on average happens once
per operation. This allows for the HP method to be ex-
tremely efficient when applied to the SLFHT data struc-
ture.

Thanks to its simple design, integrating the HP
method into the SLFHT data structure is straightfor-
ward. In the following, we show how the Find(),
Insert(), and Remove() procedures were adapted to sup-
port hazard pointers.

In the Find() procedure, shown in Alg. 5, it is suf-
ficient to protect the current leaf array A by assigning
a hazard pointer to it (line 5), and then verify that the
leaf array remains reachable by reading its initial value
(lines 6 — 7). This check is essential because the array
may have been removed and reclaimed in the meantime,
in which case the procedure restarts from the current
hash node (line 8).

Algorithm 5 Find(node Hn, level 1, hash h, key k)

1: A< Hn[Index(h, 1))

2: if NodeType(A) = HASH_NODE

3:  return Find(A, I+1, h, k)

4 if A # Null

5: HP<+A

6: A< Hn[Index(h, I)]

7. ifA#HP

8: return Find(Hn, 1, h, k)

9:  for i< 0 to A.size
10: if A.nodeli].hash = h A A.nodeli].key = k
11 return (A.node[i].value, Hn, A, 1, i)
12: return (Null, Hn, A, I, Null)

Regarding the Insert() and Remove() procedures,
shown in Algs. 6 and 7, respectively, it is only neces-



sary to add the appropriate Retire() calls (lines 10 and
15 in Alg. 6, and line 9 in Alg. 7) to move the node
to the corresponding thread’s retire list, where it awaits
safe reclamation.

Algorithm 6 Insert(node Hn, key k, value v)
1: h< Hash(k)

2:1+0

3: loop

4 {(r,Hn, A, 1, i)« Find(Hn, 1, h, k)

5: if r# Null

6: return (False, r)

7. if A # Null N Asize = THRESHOLD N

i < LAST_HASH_LEVEL

8: N < CreateExpandHash(l +1, A)
9: if CAS(Hn[Index(h,1)], A, N)

10: Retire(A)

11: Hn<+ N

12:  else

13: N < CreateAddNode(A, h, k, v)
14: if CAS(Hn[Index(h, 1)], A, N)
15: Retire(A)

16: return (True, v)

Algorithm 7 Remove(node Hn, key k)
1: h<« Hash(k)

2:1+0

3: loop

4 (r,Hn, A, 1, i) < Find(Hn, 1, h, k)
50 ifr=Null

6: return (False, Null)

7. N < CreateRemoveNode(A, i)

8: if CAS(Hn[Index(h, 1)], A, N)

9: Retire(A)

10: return (True, r)

6.2. Optimistic Access

The OA method works by optimistically reading
memory locations and only then verifying if such reads
were valid by checking for a warning from a reclaiming
thread. In the case of receiving a warning, the method
forces the current operation to restart from a safe loca-
tion. As hash nodes are never removed (both in the orig-
inal LFHT and the new SLFHT design), we can con-
sider any hash node as a safe location to restart when
applying the OA method. We can also forego the verifi-
cation of the warning when accessing hash nodes since
the node type is embedded in the reference to the node,
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meaning that we know the type of a node before access-
ing it, and thus we do not need to read the node type
from the node itself, which would require a validation
of such read.

On the other hand, when accessing leaf arrays, we
cannot read the whole leaf array and only then verify
the warning. This is because we do not know the size
of the leaf array before accessing it. Consider a sce-
nario where we start accessing the leaf array by reading
its size field, but such leaf array was already reclaimed
and the memory reused. In such a case, the size field
could have any value, and as such, could cause us to
read beyond the end of the leaf array. The general so-
lution is to treat accesses to leaf arrays as two separate
accesses, the first access reads the size and verifies if it
is valid, the second access then reads the array of nodes
(that also needs to be verified after). Note that even if
the leaf array was reclaimed after the first access suc-
ceeds its verification, we can be sure that a leaf array
with that size at that memory address has existed in the
past and as such the memory must be accessible, even if
the contents are invalid.

In order to remove or replace a leaf array, we just
need to protect it with a hazard pointer and then verify
the warning in order to make sure the hazard pointer was
properly set. Note that even taking into account that the
OA method lacks the ease of use property, the simplicity
of the data structure allows the OA method to be applied
without much effort.

Algorithm 8 Find(node Hn, level 1, hash h, key k)

1: A< Hn[Index(h, 1))

2: if NodeType(A) = HASHNODE
return Find(A, I+1, h, k)
4 ifA # Null

5:  Size < A.size
6:  if Warning()
7

8

9

[95]

return Find(Hn, I, h, k)
for i < 0 to Size
if A.arrayli].hash = h \NA.arrayli].key = k

10: r < A.arrayli].value

11 if Warning()

12: return Find(Hn, I, h, k)
13: else

14: return (r, Hn, A, I, i)

15: if Warning()
16: return Find(Hn, I, h, k)
17: return (Null, Hn, A, I, Null)

In the following, we show how the Find(), Insert(),
and Remove() procedures were adapted to support the



OA method. Algorithm 8 shows the new Find() pro-
cedure extended with the OA method. The main mod-
ifications are the addition of new Warning() calls. A
first call after reading the size of the leaf array (lines
5 —17), a second one after finding the node at hand (lines
10 — 12), and a third one if reaching the end of the leaf
array without finding the node (lines 15 — 16). In all
cases, if a warning is detected, the procedure restarts
from the current hash node.

Regarding the Insert() and Remove() procedures,
shown in Algs. 9 and 10, respectively, they include:
(i) the hazard pointer protection followed by a warn-
ing verification (lines 7 — 8 in Alg. 9, and lines 7 — 8 in
Alg. 10); and (ii) the appropriate Retire() calls (lines 12
and 17 in Alg. 9, and line 11 in Alg. 10) to move the
node to the corresponding thread’s retire list, where it
awaits safe reclamation.

Algorithm 9 Insert(node Hn, key k, value v)
1: h <+ Hash(k)

2: [+0

3: loop

4 (r,Hn, A, 1, i) < Find(Hn, 1, h, k)

5. ifr# Null

6: return (False, r)

7. HP <+ A

8. if ~Warning()

9: if A # Null N\ A.size = THRESHOLD Ni <
LAST _HASH_LEVEL

10: N < CreateExpandHash(l+ 1, A)

11: if CAS(Hn[Index(h,1)], A, N)

12: Retire(A)

13: Hn << N

14: else

15: N < CreateAddNode(A, h, k, v)

16: if CAS(Hn[Index(h, 1)], A, N)

17: Retire(A)

18: return (True, v)

7. Performance Analysis

Our experimental environment was a machine with 2
x AMD Opteron™ Processor 6274 with 16 cores each,
64 B of cache line size, 16 KiB of L1 cache per core,
2048 KiB of L2 cache per two cores and 14 MiB of us-
able shared L3 cache per CPU, with a total of 32 GiB
of DDR3 memory. The machine was running Ubuntu
22.04 with kernel 5.15.0-91 and all designs were com-
piled with GCC version 13.2.1 (with -O3).
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Algorithm 10 Remove(node Hn, key k)
1: h< Hash(k)

2: 1+0

3: loop

4 (r, Hn, A, I, i) < Find(Hn, I, h, k)

50 ifr=Null

6: return (False, Null)

7. HP<+A

8.  if ~Warning()

9: N « CreateRemoveNode(A, i)
10: if CAS(Hn[Index(h, 1)], A, N)
11: Retire(A)

12: return (True, r)

For the benchmarks, we created multiple scenarios
with varying ratios of search, insert and remove oper-
ations and with different configurations. We ran con-
figurations with 2% and 28 bucket entries per hash node
combined with an expansion threshold of 3, 5 and 10
nodes. All scenarios execute a total of 107 operations
with uniformly distributed randomized keys. The use
of randomized keys allows us to use the identity func-
tion (f(x) = x) as the hash function, reducing one vari-
able that can affect the results (the hash function choice)
while having the same expected behaviour as the us-
age of any key distribution with a proper hash func-
tion. There is an initial preparation stage where all keys
aimed to be searched or removed during execution are
pre-inserted in the data structure. To support concurrent
randomicity on each thread, our benchmark tool uses
glibc PRNG, such that, for insertions it just inserts ran-
dom keys by giving each thread a different seed, and for
searches and removes, it reuses the seeds used for inser-
tion, ensuring that each key is searched or removed only
once. Each scenario was ran 5 times and we took the
mean of those runs. The results that follows are shown
in throughput (operations per second), which is obtained
by dividing the number of operations performed by the
time taken to perform them.

7.1. Cache Optimization

We begin by analyzing the performance impact of the
SLFHT design when compared to LFHT, both designs
running without memory reclamation support and with
memory allocation managed by jemalloc version 5.2.1
memory allocator [50]. The aim of this analysis is to
study the design differences mainly due to the cache op-
timized leaf arrays introduced in SLFHT.

Figure 7 presents a scenario where threads execute
only search operations, Fig. 8 presents a scenario where
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threads execute 50% of search and 50% of remove op-
erations, and Fig. 9 presents a scenario where threads
execute 90% of search, 5% of insert and 5% of remove
operations. The left and right sub-figures show the re-
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sults obtained for configurations with 2* and 28 bucket
entries per hash node, respectively. Each plot specifies
the design and threshold in use, e.g., LFHT-3 means the
LFHT design with an expansion threshold of 3.
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In all scenarios, one can observe that, for the same
expansion threshold, the SLFHT design has better
throughput than LFHT. The improvement is specially
noticeable for larger bucket entry sizes and in bench-
marks with more search operations, the best case sce-
nario being shown in Fig. 7b where one can observe an
improvement of about 42% with 32 threads with an ex-
pansion threshold of 5. Figure 8a shows that SLFHT
loses some scalability with an expansion threshold of
10. We found that this was mainly caused due to the ex-
tra stress placed on the memory allocator, which was ex-
acerbated by the fact that we were not reclaiming mem-
ory and thus, not reusing it. Even so, SLFHT still man-
ages to outperform LFHT in all scenarios.

To better understand the results obtained, we used
the Linux Perf to profile the cache references occur-
ring during the execution of some scenarios. Figure 10
shows the number of cache references occurred on the
scenarios in Fig. 7, Fig. 8 and Fig. 9, for the execu-
tion with 32 threads and for the best configuration of
bucket entries and thresholds. The value shown on top
of each column refers to the percentage of cache-misses
occurred. One can observe that when comparing simi-
lar configurations, the SLFHT has always better perfor-
mance than LFHT. The percentage of cache-misses is
similar, but as the overall number of cache references
is always lower on SLFHT, the number of cache-misses
is also significantly lower than LFHT. This explains the
better throughput results shown in the previous figures.

7.2. Memory Reclamation

We next analyze the performance impact with mem-
ory reclamation support, and evaluate SLFHT against
LFHT and the Concurrent Hash Map design (CHM) of
Intel-TBB library version 2021.5.0 [51]. The scenar-
ios in Fig. 11, Fig. 12 and Fig. 13 are as before, but the
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plots are different as they specify the design and the safe
memory reclamation method in use, e.g., LFHT-HHL
means the LFHT design with the HHL memory recla-
mation method. The HHL (Hazard Hash and Level)
method is the original memory reclamation method im-
plemented for LFHT [47], the HP (Hazard Pointers) and
OA (Optimistic Access) are the two SMR methods dis-
cussed in Section 6 for SLFHT, and NR are the ver-
sions without memory reclamation support. Since the
SLFHT-OA version requires the usage of a compatible
memory allocator in order to be able to release memory
to the memory allocator/operating system [49], we used
the LRMalloc memory allocator [52] for all versions.

Figure 11 illustrates the impact of the SMR method
even when no memory reclamation is performed. It
also shows that, in the search only scenario, SLFHT-OA
achieves the best results for memory reclamation, out-
performing the original LFHT-HHL version by a small
margin. Curiously, in this scenario, LFHT-HHL out-
performs the LFHT-NR (no reclamation) version, this
is likely due to the fact that the HHL method adds a
flag to the bucket entries, which allow the traversal to
skip the hash node header and read the bucket entries
directly. Figure 12 shows SLFHT-OA and SLFHT-HP
outperforming or closely matching the SLFHT-NR (no
reclamation) version. This is likely due to the effective
use of the allocator thread caches, as the number of al-
locations and frees are closely matched with memory
reclamation. This leads to fewer system calls, as the al-
locator needs to perform fewer memory requests to the
operating system. Figure 13 shows what is probably the
closest to a real world scenario, with 90% searches, 5%
inserts and 5% removes, and we can still see a clear per-
formance advantage for the SLFHT-OA version com-
pared to all other methods that reclaim memory.

In summary, one can observe that for the SMR ver-
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sions, there is a clear gap in performance between the
SLFHT and LFHT designs, and that SLFHT-OA is able
to maintain an advantage in almost all scenarios. In the
overall picture, when comparing against CHM, SLFHT
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Figure 13: Throughput for the 90% Searches, 5% Inserts and 5% Removes scenario
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outperforms CHM by an enormous margin.
CHM here serves as a baseline for comparison as it is
most widely used concurrent hash map im-

one of the

plementations.

Intel’s



As future work, we plan to perform additional bench-
marking on more recent hardware with larger cache ca-
pacities, and to experiment with more real-world access
patterns that may further highlight the benefits of our
cache optimized design.

8. Final Remarks

Safe Memory Reclamation (SMR) is a technique
used in concurrent programming to ensure that memory
can be safely reclaimed without causing data corruption,
dangling pointers, or access to freed memory. It is vital
to understand the importance of properties of the SMR
methods before starting the creation of the design of the
lock-free data structure, as the SMR used will impact
not only the ability of the data structure to hold the lock-
freedom property when integrated in a complete system,
but will also impact the performance and memory usage
of the system as a whole.

We have redesigned the LFHT data structure in or-
der to simplify its expansion mechanism, making it
compatible with most SMR methods, and improving
its performance at the same time by making it more
cache friendly. Experimental results show that the new
SLFHT design achieves significant performance gains,
when compared against the old LFHT design and the
Concurrent Hash Map design supported by Intel.

The new SLFHT design shows the importance of be-
ing aware of SMR while designing lock-free data struc-
tures. The new SLFHT design is simpler, more compat-
ible and easy to integrate with SMR methods, making
it more attractive to be used in real world applications,
more reliable as it leaves less chance for mistakes dur-
ing implementation, and allows for novel features to be
more easily added to it.
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